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ABSTRACT

The rise of digitization has led to the widespread adoption of Artificial Intelligence
(AD technologies, driving efficiency and innovation across sectors. AI systems
rely on vast datasets to enhance accuracy, but their deployment raises concerns
over data privacy, misuse, and bias. In response to the growth of technology and
the collection of personal data, different jurisdictions have enacted data protection
laws. This study focuses on Tanzamia’s Personal Data Protection Act (PDPA),
which aims to regulate the processing of personal data, and critically examines its
implications for AI implementation in Tanzania. This study analyses key provisions
of the PDPA, such as restrictions on data sharing, privacy safeguards, and the role
of Data Protection Commuissions (DPCs) in comparison with global and regional
data protection frameworks to assess their implications for AI implementation.
Findings suggest that, while the PDPA 1is not an Al-specific law, its stringent
data access controls and compliance burdens may limit AI-driven advancements.
The study also highlights how excessive personal data restrictions can reduce Al
accuracy and fairness, as models require diverse datasets for effective learning. The
study recommends potential strategies Tanzania could adopt, including regulatory
sandboxes and risk-based compliance approaches, to balance privacy protection
with AI innovation. This study advocates for the adoption of Al-specific guidelines
that promote ‘privacy by design’in AI models and introduces flexible policies that
support responsible AI implementation. While the PDPA establishes a crucial
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framework for data governance in Tanzania, its applicability requires continuous
assessment to prevent unintended barriers to AI growth.

Keywords: Artificial Intelligence, Data Regulations and Al, Data
Protection Act, Data Protection vs. Innovation, Data Access
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[. INTRODUCTION

Digital transformation initiatives have improved operations
across both the public and private sectors. Digital transformation
enables organizations to gather, store, and share data through
digital platforms, thereby increasing the availability of digi-
tal data. As a result, numerous organizations are adopting da-
ta-driven technologies, such as the integration of Artificial Intel-
ligence (AI) technologies, to enhance their operations and service
delivery (Wamba-Taguimdje et al., 2020; Ben Dhaou et al., 2024).
Al has gained considerable attention in this regard due to its po-
tential to introduce new business processes that were previously
unattainable with conventional technologies (Wamba-Taguimdje
et al., 2020). Al contributes to better decision-making, for exam-
ple, through prediction and recommendation capabilities (Ben
Dhaou et al., 2024). As such, organizations can use the technol-
ogy to monitor and forecast various conditions, enabling timely
planning and interventions (Thekdi et al., 2022).

On the one hand, Al has demonstrated the potential to ad-
dress local challenges and promote resilient, sustainable com-
munities in Tanzania. For example, Al technologies can enhance
food security by managing crop growth and recommending to
farmers favorable agricultural practices based on the local con-
text (Wamba-Taguimdje et al., 2020). Similarly, existing tech-
nologies such as Afya Intelligence provide communities with eq-
uitable access to quality health care by leveraging data and Al
(Afya Intelligence, 2025).

On the other hand, the accuracy of Al systems depends on
data quality, and it improves with increased data availability
and representation (Harrison et al., 2019). Al systems rely on
data to learn, adapt, and improve performance, thereby further
enhancing Al's trustworthiness (Alzubaidi et al., 2023). Thus,
data quality and fair representation are significant factors in
responsible Al. As a result, practitioners strive to enforce data
governance and regulations to support the responsible use of
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data in data-driven technologies. Since personal information is
a significant part of the data used by Al systems, governments
and regulatory bodies have developed legal frameworks to stan-
dardize data collection, processing, and use. Some of these le-
gal frameworks further prohibit data misuse to reduce biased
data usage that may discriminate against specific groups. For
example, Tanzania introduced the Personal Data Protection Act
(PDPA) in 2022 to protect personal data and enhance data priva-
cy rather than governing data towards Al implementation. The
PDPA was enforced in 2023 and is overseen by the Data Protec-
tion Office, established in May 2023.

While some existing data regulations contribute to ethical
and user-centric Al systems (Schuett, 2023), they do not explic-
itly govern the use of Al. Also, such laws can restrict innovation
and technology within organizations due to limited data avail-
ability or friction in data accessibility. This is also the case in Af-
rica, where strict consent requirements or data localization rules
in many jurisdictions can prevent developers from accessing the
large, diverse datasets needed to train effective AI models (Chen
et al., 2024).! Thus, there is a need to explore the impact of ex-
isting data regulations on Al implementation, balancing innova-
tion and data governance for sustainable development.

Although the PDPA in Tanzania was not designed with Al
governance as its primary objective, its focus on the protection
of personal data nonetheless functions as a de facto regulatory
framework for data processing in Al applications. The absence of
explicit Al-related data guidelines creates legal and compliance
uncertainty for organizations seeking to implement Al-driven
solutions, thereby constraining innovation under a privacy re-
gime not tailored to emerging technologies.

! Data localisation refers to laws or regulations that require personal data to
be stored, processed, or handled within the borders of a specific country or jurisdic-
tion. These laws typically prohibit or limit the transfer of certain types of data (es-
pecially data with national significance or sensitive data) outside the jurisdiction. A
major effect of localisation rules is restricting cross-border data flows, which can in
turn limit access to diverse or large datasets (especially important for training Al
models).
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The central regulatory tension arises from the structure and
requirements of the PDPA, which, although designed primarily
to safeguard personal data, may now function as the principal
legal instrument governing data processing in Al systems. This
creates a concrete and immediate problem, as the PDPA impos-
es strict obligations regarding consent, purpose limitation, data
minimization, cross-border transfers, and automated process-
ing. Yet, it does not provide Al-specific safeguards, guidance, or
supervisory mechanisms. As a result, the PDPA may uninten-
tionally constrain access to large datasets needed for training
Al models, create uncertainty for developers, and expose organi-
zations to compliance risks. This tension is presently more con-
cerning because the government of Tanzania is simultaneously
introducing Al governance mechanisms, such as the national Al
strategy, which is under development; the education sector has
established guidelines for using Al in education; and the health
sector guidelines aim to govern Al implementation in the health
sector.

This paper focuses on the PDPA because, in the absence
of a dedicated Al legislation or binding Al-specific regulatory in-
struments in Tanzania, the PDPA currently provides the only
enforceable legal basis applicable to Al systems that process
personal data. Continental and national Al initiatives remain
non-binding, meaning that, while they guide strategic align-
ment, they do not impose operational obligations on Al develop-
ers in the Tanzanian context. In light of this regulatory gap, the
PDPA represents the functional regulatory anchor for Al inno-
vation today, setting the compliance parameters within which
Al developers and regulators must operate until further national
legislation or guidelines are adopted.

Recent domestic efforts also underscore this regulatory
gap. Tanzania has signaled interest in developing a national Al
strategy through participation in AU capacity-building forums,
the establishment of digital innovation clusters at the Tanza-
nia Commission for Science and Technology (COSTECH), and
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the inclusion of Al within the 2023-2027 National ICT Policy
Review consultations (Ministry of Information Communication
and Technology, 2023). However, no consolidated national Al
strategy, regulatory sandbox, or statutory framework has been
formalized. This transitional policy environment reinforces the
relevance of examining the PDPA. Whatever national Al strate-
gy eventually emerges will need to align with the PDPA’s prin-
ciples—unless the legislator expressly provides otherwise. At
the same time, the absence of dedicated Al guidance increases
uncertainty around the interpretation of PDPA provisions when
applied to algorithmic systems, potentially slowing innovation
by limiting developers’ confidence in regulatory expectations.

Continental Al strategies create directional pressure and
shape future policy expectations, but the PDPA almost exclu-
sively shapes Tanzania’s immediate Al governance landscape.
This dual reality highlights both the opportunity for alignment
with African Al principles and the need to clarify how the PDPA
can accommodate emerging Al use cases without stifling respon-
sible innovation. This analytical lens enables the evaluation of
regulatory requirements and their practical impact on the Al in-
novation environment in Tanzania.

Thus, this paper aims to contribute to the body of knowl-
edge by assessing the impact of the PDPA on Al innovation in
Tanzania. To achieve this objective, this paper adopts a doctri-
nal and comparative analytical method to examine how the PD-
PA’s provisions— most relevant to Al such as consent require-
ments, data minimization, purpose limitation under Sections
25; limitations on disclosure of personal data under section 26;
and automated decision-making safeguards under Section 36,—
may inadvertently support or constrain Al innovation, or create
compliance burdens that may limit Al systems’ ability to process
and learn from diverse datasets, hence affecting model accuracy
and fairness. Therefore, this paper explores whether the PDPA
incorporates mechanisms that could facilitate experimental Al
development within a compliant framework. It further evaluates
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the implications of each phase, such as data collection and pro-
cessing, on Al design choices, including model training, trans-
parency, and algorithmic fairness.

To achieve this aim, this paper draws comparative insights
from the General Data Protection Regulation (GDPR), the Eu-
ropean Union’s Artificial Intelligence Act, and regional African
data protection regimes to assess whether Tanzania’s regulato-
ry approach aligns with emerging international standards. The
paper also incorporates policy analysis drawn from the AU Al
Strategy (African Union, 2024) and evolving national efforts, in-
cluding Tanzania’s ongoing work toward a national Al strate-
gy and the development of sectoral guidelines in education and
health.

The remainder of this paper proceeds as follows: Part II ex-
plores the evolving relationship between privacy and Al, high-
lighting the inherent tension between promoting innovation
and protecting fundamental rights. It also discusses Tanzania’s
policy efforts and ongoing struggle to strike this balance. Part
IIT provides a detailed analysis of how the PDPA may inhibit
Al development in Tanzania by imposing strict data access con-
trols, lacking Al-specific safeguards, and creating regulatory
uncertainty. Part IV offers practical recommendations, such as
introducing regulatory sandboxes, adopting privacy-by-design
(PbD) frameworks, and enhancing institutional guidance that
could help recalibrate the law to support responsible innovation.
Part V concludes the paper by synthesizing key insights and re-
affirming the need to reform Tanzania’s data governance regime
to create a more enabling environment for Al.

II. INTRICATE INTERACTIONS BETWEEN PRIVACY LAWS AND Al

Globally, researchers and practitioners emphasize the im-
portance of designing and deploying innovative, responsible Al.
This ensures that developed solutions do not harm communi-
ties. Responsible Al involves the planning, design, and continu-
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ous regulation of Al to promote human rights and fairness and
to create better societies (Adeleke & Akinwale, 2024). It is also
referred to as an approach where the lifecycle of an Al system
must be designed to uphold, if not enhance, a set of foundation-
al values and principles, including internationally agreed-upon
human rights frameworks and Sustainable Development Goals
(SDGs), as well as ethical principles such as fairness, privacy,
and accountability (Adeleke & Akinwale, 2024).

A key milestone in pursuing responsible Al is the develop-
ment of legal and policy instruments, such as the EU AI Act,
which governs accountable design and deployment of Al systems
across the EU (The EU AI Act, 2024). While this paper draws
extensively on the EU Al Act as a maiden and comprehensive
Al-focused framework, legal clarity, and direct relevance to data
protection regimes modelled on the GDPR, it is also important to
situate Tanzania within broader African Al governance develop-
ments. Africa has recently taken significant steps toward formal-
izing Al governance, most notably through the AU Continental
Al Strategy, which articulates ethical principles, data gover-
nance standards, and innovation priorities for member states.
However, unlike the EU Al Act, the AU Al Strategy remains
a non-binding policy instrument. It does not offer the detailed
regulatory architecture needed to analyze specific legal impacts
on Al development. For this reason, the EU Al Act serves as
the primary comparative benchmark in this paper, while the AU
Strategy provides useful regional context, illustrating Africa’s
emerging normative direction.

While there are various approaches to responsible Al—such
as ethical guidelines and responsible Al frameworks—govern-
ments, data protection authorities, and international organiza-
tions are exploring data governance. Several countries, includ-
ing those in Africa, are increasingly treating data protection as
a foundational tool for achieving responsible Al. This involves
regulating the data lifecycle, which encompasses the entire
process of data collection, storage, use, sharing, and ultimately
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deletion or anonymization (Adeleke & Akinwale, 2024). Among
the notable initiatives in Africa is the introduction of data pro-
tection laws that regulate the entire data lifecycle, including
collection, storage, sharing, and deletion, even in Al contexts.
This trend reflects a growing recognition that strong data gover-
nance is critical to ensuring Al systems operate in ways that are
lawful, transparent, and accountable, especially when personal
data is involved. As scholars have noted, this data governance
approach is particularly important because Al is often intrusive
and raises serious privacy concerns that must be addressed (Sa-
lami, 2024).

Therefore, regulatory developments in the EU set the tone
for promoting responsible Al. This is because the EU Al Act pro-
hibits the use of Al for potentially harmful purposes, and it sets
out varying obligations depending on the risk level of the Al sys-
tem or technology. It includes transparency requirements for the
disclosure of training data for providers of Al technologies while
facilitating innovation.

A. Data Regulation and Al

The dual effects of data privacy laws on Al include oppor-
tunities to build user confidence and promote ethical Al practic-
es. Nonetheless, they also come with high compliance costs and
operational difficulties. The massive amount of data generated
by the internet and connected devices has increased the use of
data-driven technologies in organizations, closely linking data
and Al Al systems rely on vast quantities of accurate, complete,
representative, and quality datasets to train, test, validate,
and improve the system. The increasing use and processing of
such datasets raise many privacy challenges, including issues
related to collection, standardization, anonymity, transparency,
data ownership, and changing conceptions of informed consent
(Adeleke & Akinwale, 2024). These privacy-related gaps can also
have downstream effects. For instance, when inadequate trans-
parency or flawed data-collection practices lead to biased data-
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sets, Al systems may generate discriminatory outputs, raising
both ethical and regulatory concerns under data protection law.

A frequently discussed principle of responsible Al is ‘Priva-
cy’, which directly links to data privacy. Privacy concerns often
arise in relation to how Al processes data (Alzubaidi et al., 2023).
Among the privacy concerns inherent in the responsible use of Al
are the use of big data analytics, issues surrounding transparen-
cy and accountability, and potential biases in decision-making
processes (Hennemann, 2024). Mostly, end users are unaware
of the amount and scope of personal data that Al systems access
because they lack an understanding of how thoroughly these
systems evaluate their data. Responsible Al principles such as
transparency and explainability, fairness and non-discrimina-
tion, human oversight, robustness, and data processing securi-
ty are often linked to personal rights and relevant privacy laws
(Hennemann, 2024).

Also, integrating datasets may result in personal identifi-
cation, which raises concerns about confidentiality and privacy
(Malekela, 2025). Thus, the processing of personal data should
adhere to general privacy standards, which form the basis of pri-
vacy and data protection. This entails guaranteeing restrictions
on data collection, data quality, purpose specification, use limita-
tion, accountability, and individual (human) involvement—hu-
man oversight.

African countries are increasingly enacting data protection
laws to safeguard personal data and ensure responsible data
use. Notable examples include South Africa’s Protection of Per-
sonal Information Act (POPIA, Act No. 4 of 2013) and Kenya’s
Data Protection Act (DPA, 2019). These instruments represent
the African continent’s efforts to align with global trends in
establishing comprehensive legal frameworks for data gover-
nance. Common components across these data protection laws
include principles of lawful and fair processing, requirements
for obtaining informed consent, the establishment of data pro-
tection authorities, provisions on data subject rights, and rules
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on cross-border data transfers. Also, a key shared feature is the
emphasis on transparency and accountability in data handling
(Alzubaidi et al., 2023).

However, while these regulations are essential for protecting
individual rights, they can also pose innovation challenges, par-
ticularly in emerging fields like artificial intelligence. Strict data
localization rules, burdensome consent requirements, or ambig-
uous provisions can hinder the availability of data for training
Al models or delay Al deployment and improvement (Alzubaidi
et al., 2023). In response, some countries, such as Norway, Sin-
gapore, and Spain, are adopting flexible mechanisms, including
regulatory sandboxes, phased compliance models, and innova-
tion charters, to balance data protection with the need for tech-
nological advancement (Alzubaidi et al., 2023).

Tanzania has not yet issued sector-specific directives or in-
terpretive guidance from the Personal Data Protection Commis-
sion (PDPC) to clarify how Al developers may lawfully process
or share personal data for machine learning. Consequently, or-
ganizations exploring Al solutions across sectors such as health,
agriculture, finance, and justice must navigate a framework pri-
marily designed for traditional data processing. This framework
is ill-suited to the high-volume, iterative, and cross-institutional
data use that Al systems require.

The GDPR emphasizes the need for express consent, open-
ness, and accountability while imposing strict restrictions on
data collection, processing, and storage. Comparably, the Cali-
fornia Consumer Privacy Act (CCPA, 2018) gives Californians
more authority over their personal data and requires companies
to protect data security and privacy. While the GDPR introduces
mechanisms, such as regulatory sandboxes and accountability
frameworks that can support responsible Al innovation, it simul-
taneously sets high compliance thresholds (Baldini & Francis,
2024).
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A thorough assessment of how these privacy frameworks
affect Al technology is therefore required. For example, the GD-
PR’s strict criteria and significant effects on data-driven tech-
nologies, such as Al, were outlined in a thorough review of the
law by Voigt and Von dem Bussche (2018), who highlighted the
legal challenges posed by requirements such as data minimiza-
tion, transparency, and informed consent. These features, while
crucial for protecting fundamental rights, present formidable
obstacles for Al developers who rely on large, often repurposed
datasets for training machine learning models.

Similarly, Wachter, Mittelstadt, and Floridi’s (2016) investi-
gation into the ethical implications of the GDPR on Al focused on
the ‘right to explanation’. This criterion emphasizes the need for
interpretability and openness in Al, sparking a body of research
on explainable Al (XAI) techniques. To illustrate the trade-off
between model complexity and transparency, Doshi-Velez and
Kim (2017) examined several techniques to improve the inter-
pretability of AI models. These techniques include model-agnos-
tic approaches such as Local Interpretable Model-Agnostic Ex-
planations (LIME) and Shapley Additive Explanations (SHAP),
which generate human-understandable explanations for complex
models by identifying which input features contributed most to a
particular decision. They also discuss intrinsically interpretable
models such as decision trees, sparse linear models, rule-based
systems, and generalized additive models (GAMs), which priori-
tize transparency by design.

However, as Schuett (2023) also argues, a significant and
persistent problem that calls for creative solutions and significant
expenditures in technology and training is data anonymization.
One important tactic for balancing regulatory compliance and
Al innovation is the use of privacy-preserving methods such as
federated learning, which enables Al models to be trained across
decentralized devices without transferring raw data, and differ-
ential privacy, which introduces statistical noise into datasets to
protect individual identities while enabling useful analysis. By
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using these strategies, businesses can continue to exploit large
datasets for model training and improvement while maintaining
user privacy, as required under data protection law regimes.

Ethical Al would require adapting data protection standards
and ethics to innovations and the implementation of Al systems.
Since Tanzania currently lacks an Al-specific regulatory frame-
work, ethical principles become even more crucial in guiding the
responsible use of Al technologies. The literature suggests that
ethics will become essential for regulating data protection in the
absence of sufficient legislation (UNESCO, 2023). For example,
in the EU, the 2019 Ethics Guidelines for Trustworthy Al preced-
ed binding legislation and influenced compliance practices well
before the Al Act. Similarly, African countries such as Mauritius
have taken steps to modernize their digital ecosystems. They
have issued a blueprint to develop a national Al Strategy, es-
tablish an Al Unit, implement ethical Al policies, and integrate
Al into public services before legal reforms (UNESCO, 2023). An
appeal to the moral compass of data controllers and processors
to adhere to the minimal principles of data protection legislation,
because it is the right thing to do, is equivalent to an appeal to
adopt ethics in the regulation of data protection in Al systems
(Luciano et al., 2016).

In Tanzania’s case, the PDPA provides general data pro-
tection conditions, including lawfulness, fairness, transparency,
and purpose limitation, but does not explicitly address ethical
risks unique to Al systems, such as biased training data, opaque
automated decision-making, or discriminatory outcomes. There-
fore, the operationalization of ‘responsible AI’ in Tanzania would
currently depend heavily on voluntary ethical commitments by
Al developers and data controllers. Ethical frameworks help
ensure that, even in the absence of Al-specific statutory duties,
organizations integrate fairness assessments, risk-impact evalu-
ations, and human oversight mechanisms when processing per-
sonal data through Al
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B. Al Implementation in Tanzania

Digitalization of public services in Tanzania has led to the
massive availability of data that can be used to develop Al sys-
tems. Also, there is a significant increase in investment in inter-
net and computing resources in Tanzania, which is promoting
the availability of data (Freye et al., 2020). Tanzania is active-
ly embracing Al technology, propelled by both government and
private-sector innovation to tackle urgent socioeconomic issues
and position itself for a future in the digital economy. For exam-
ple, in the health sector, Al-powered chatbots are being used by
startups like Elsa Health to increase healthcare, particularly in
rural areas where there is a shortage of physicians and medical
personnel. In agriculture and forestry, Al-powered chatbots are
being used to hive youth and farmers with pertinent information
about managing crops and forests in the climate change era (Sa-
hara Ventures Report, 2024).

Additionally, the Tanzanian Judiciary has incorporated Al
through a new transcription and translation system to improve
court efficiency and processes, reducing the workload on judges
and magistrates (The Citizen, 2024; The Chanzo, 2024). It has
also been reported that eleven courtrooms have been equipped
with an Al-powered transcription and translation system, with
plans to scale it further (Robert, 2024). This Al integration is
part of Tanzania’s efforts to integrate Information and Commu-
nication Technology (ICT) systems into the judicial system, en-
abling lawyers and clients to track the progress of cases.

Despite the Al initiatives in Tanzania, such as the Judi-
ciary’s deployment of Al-powered transcription and translation
tools, the use of Al chatbots like Dr. Elsa in the health sector,
Al-driven agritech platforms providing climate and crop-ad-
visory services, and the government’s ongoing efforts through
the Ministry of Information, Communication and Information
Technology to draft a National Al Strategy, regulatory and
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governance challenges remain (Global Partnership for Sustain-
able Development Data, (2023).2

[ll. THE INHIBITION OF Al INNOVATION UNDER THE PDPA

Beyond setting general obligations, the PDPA includes data
protection principles like the right to explanation — Section 33 (1)
(c), the fairness principle — Section 5(a), human oversight — Sec-
tion 36 (1), and security of processing data — Section 27.

Section 33 (1) (c) of the PDPA requires a data controller to
inform a data subject of the logic involved in automated deci-
sion-making for the purpose of evaluating the data subject. This
provision implies that a data subject has a right to an expla-
nation when automated decision-making means (including AI)
is used. For example, where an Al recruitment tool screens re-
sumes and scores candidates based on criteria such as education,
experience, and keywords. A candidate whose application is re-
jected might request to know the logic behind the AI's decision
(Wachter, et al., 2017).

The fairness principle in Section 5(a) obliges data control-
lers to ensure that processing, including Al-based profiling, does
not result in discrimination or unjustified harm. The PDPA
provides for the human oversight principle under section 36(1),
which gives a data subject the right to request a data controller
to ensure that any decision taken by or on behalf of the data con-
troller, which significantly affects the data subject, is not based
solely on the processing by automatic means. For example, an Al
system used for hiring decisions analyzes candidates’ resumes
and ranks them for interview shortlisting. If the AI bases its
decisions solely on algorithms without human review, it risks
unfairly rejecting candidates due to bias in the training data

2 In 2018, the Government of Kenya established the Distributed Ledgers
Technology and Artificial Intelligence Taskforce which provided recommendation
on how the Government can leverage new technologies in Kenya.
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(e.g., favoring certain demographics). Under section 36 (1) of the
PDPA, a data subject (candidate) could request the employer to
ensure that decisions about hiring or rejection are reviewed by
a human to account for unique qualifications or context that the
Al might overlook.

The PDPA provides for data ownership, transparency, and
the rights of data subjects, which can serve as a lawful basis
for responsible Al usage. By recognizing individuals’ control over
their data, mandating clear information on data processing, and
granting enforceable rights to access, correct, or delete personal
information, the PDPA compels Al developers to ensure account-
ability, fairness, and transparency in algorithmic decision-mak-
ing. Consequently, compliance with the PDPA is not only a regu-
latory requirement but also a practical mechanism to foster trust
in Al systems operating within Tanzania. Similar privacy laws
in other jurisdictions, such as the EU’s GDPR, China’s Personal
Information Protection Law (PIPL), and the UK’s Data Protec-
tion Act (DPA), include provisions related to these responsible Al
principles (Marengo, 2023). From a comparative context, these
data protection laws show that Tanzania’s PDPA aligns with in-
ternational standards that link data protection to transparency,
fairness, and accountability in Al deployment.

Under PART IV, the PDPA outlines the conditions for pro-
cessing personal data. These conditions are not responsible for
Al principles themselves but closely resemble Al principles, as
discussed above. In the context of the deployment of innovative
and responsible Al, the PDPA establishes that for the process-
ing of personal data to be lawful, such personal data must be
collected for explicit, specified, and legitimate purposes and not
further processed contrary to those purposes by the respective Al
companies or developers. The PDPA also requires that personal
data be accurate and kept up to date, and that it be corrected or
deleted without delay when inaccurate, and that it be adequate,
relevant, and limited to what is necessary in relation to the pur-
poses for which it is processed.
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Most importantly, pursuant to section 30(1) of the PDPA, the
processing of sensitive personal data is prohibited without the
data subject’s written consent, and a data subject may withdraw
their consent at any time. However, it should be noted that, as
ruled in the Tito Magoti v. the Attorney General case (Misc. Civ.
Case No. 18 of 2023), the High Court of Tanzania acknowledged
the ambiguous and unclear nature of certain provisions under
the PDPA, particularly those relating to lawful surveillance,
consent, and the limits of personal data collection. The Court
held that the law, as currently drafted, lacks sufficient clarity
and precision to meet constitutional standards for legal certain-
ty and the protection of fundamental rights. In the absence of
legislation specifically regulating Al systems and technologies
in Tanzania, this legal ambiguity raises further concerns about
how existing PDPA provisions might be consistently applied to
Al-related data processing, particularly where automated de-
cision-making or large-scale data aggregation is involved. The
PDPC has not yet issued any regulatory guidance or sector-spe-
cific directives on how to interpret or apply the PDPA in the con-
text of Al systems. Tanzania has yet to establish authorities or
oversight mechanisms mandated to regulate Al. This regulatory
gap contributes to the prevailing uncertainty about how organi-
zations deploying Al technologies should navigate issues such
as consent, data sharing, and automated decision-making under
the current legal framework.

A. Automated Decision in Al Systems and
Protection of Personal Data

Al systems can make automated decisions that affect data
subjects’ rights and liberties, raising issues under data protec-
tion laws (Pasipamire et al., 2024). Al algorithms may be trained
to evaluate the personal information of data subjects and de-
termine their eligibility in a variety of contexts, including job
and loan applications and e-government services (Pasipamire &
Muroyiwa, 2024). In respect of automated decision-making, the
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PDPA, read together with the Personal Data Protection (Per-
sonal Data Collection and Processing) Regulations (the Regula-
tions), prohibits decisions made solely by automated means that
affect the rights and freedoms of data subjects. Human oversight
becomes essential for the lawfulness of automated decisions un-
der the PDPA and the Regulations (Pasipamire et al., 2024).

Essentially, Section 36 of the PDPA provides a right in rela-
tion to automated decision-making, mandating data controllers
and data processors to notify data subjects of decisions based
solely on automated processing. Data subjects can request a re-
view of the decision or a new decision that is not based solely
on automated processing. The provision underscores the impor-
tance of human oversight and accountability in decisions signifi-
cantly affecting data subjects when automated processing, such
as in Al systems, is employed. It emphasizes protecting data sub-
jects from the risks of unchecked automation by allowing them
to challenge such decisions and ensuring transparency about the
decision-making process involving an Al (Salami, 2024; Maren-
go, 2023).

Section 36(1) of the PDPA grants data subjects the right to
demand that significant decisions affecting them are not based
solely on automated processing (Personal Data Protection Act,
2022). In the same line, human involvement and evaluation of
automated decisions prior to their adoption are very crucial,
as human review can lessen or eliminate any prejudice or dis-
crimination that can arise from using engineers or training data
that are not representative (Bygrave, 2020). Section 36(2) of the
PDPA further strengthens safeguards by requiring data control-
lers to notify data subjects when a decision is based solely on
automated processing. This obligation ensures transparency, al-
lowing individuals to understand how their personal data has
been used in making such decisions. Additionally, the right to
request a reconsideration introduces an essential layer of human
intervention, ensuring that Al-generated outcomes are validated
for fairness, accuracy, and contextual relevance.
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Based on the foregoing, Section 36 of the PDPA provides
that individuals have the right not to be subjected to decisions
based solely on automated processing, including profiling that
significantly affects them. However, Section 36 (3) introduces
important exceptions to this rule. These exceptions allow auto-
mated decision-making where: (a) it is necessary for entering
into or performing a contract; (b) a written law authorizes it; or
(c) the data subject has explicitly consented to such processing.
While these exceptions align with international standards, such
as Article 22 of the GDPR, they warrant careful interpretation to
prevent misuse. This is because their presence does not address
or remedy the structural gaps identified earlier in this paper in
relation to Al development and governance in Tanzania. In par-
ticular, the contractual necessity and consent-based exceptions
do not provide substantive guidance on how Al systems should
be designed, audited, or monitored to ensure fairness, transpar-
ency, and accountability.

In practice, Al services in sectors such as fintech, health,
or digital public services frequently rely on standard-form con-
tracts or bundled consent mechanisms, raising concerns that
individuals may formally ‘consent’ to automated decision-mak-
ing without meaningful understanding or real choice. Moreover,
the exception for authorization by written law may be of limited
practical value given the absence of any Al-specific legislation or
detailed statutory standards governing automated decision-mak-
ing in Tanzania. As a result, Section 36(3) functions primarily as
a permissive clause rather than a regulatory framework for re-
sponsible Al use. It allows automated decision-making but does
not impose affirmative obligations, such as explainability re-
quirements, impact assessments, or risk-based safeguards, that
are necessary to support trustworthy and innovative Al systems.
Consequently, while the exceptions prevent an outright prohibi-
tion of automated decision-making, they may not fill the broader
regulatory gaps identified in this study and therefore fall short of
enabling a coherent and responsible Al development ecosystem
under the PDPA.
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It follows that the PDPA underscores the importance of
transparency and accountability in the processing of personal
data, which extends to Al systems. A key aspect of this require-
ment is the explainability of Al tools, ensuring that individuals
understand how Al-driven systems make decisions that affect
them. While the PDPA does not explicitly use the term ‘explain-
ability,” its principles of transparency, lawful processing, and
data subject rights implicitly necessitate that Al tools provide
comprehensible explanations, particularly when automated de-
cision-making is involved.

However, in many cases, even Al developers struggle to
explain how deep learning models arrive at specific outcomes
fully. This creates a compliance dilemma; how can Al systems
in Tanzania be made transparent enough to satisfy the PDPA’s
standards without compromising the efficiency and competitive
advantage that complex AI models offer? To address this ques-
tion in a more structured manner, a comparative perspective
from a limited set of primary comparators, namely the European
Union (as a global normative anchor on data protection), Kenya,
and South Africa (as Tanzania’s closest regional and regulato-
ry peers), provides useful insights into the regulatory approach
to Al explainability. Under the GDPR, Article 22, supported by
regulatory guidance from the European Data Protection Board
(EDPB), establishes the right for individuals not to be subject to
solely automated decisions that significantly affect them unless
they receive meaningful information about the logic involved,
as well as the significance and consequences of such process-
ing. This has prompted European AI developers to incorporate
explainability features into their systems to meet transparency
and accountability requirements.

Techniques such as decision trees, rule-based systems, and
Shapley Additive Explanations (SHAP) values are used to provide
interpretable outputs. Decision trees operate by breaking down
decisions into a flowchart-like structure. Each internal node rep-
resents a test on an attribute, and each leaf node represents an
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outcome. This allows users to trace how a particular conclusion
was reached. (Durdymyradov et al., 2024). Rule-based systems
rely on explicit ‘if — then’ rules derived from domain knowledge
or data patterns, making the logic of the system transparent and
auditable (Liu et al., 2015). SHAP values, on the other hand,
quantify the contribution of each feature, for instance, income,
age, or education, to a specific prediction made by the model,
thus enabling developers and data subjects to understand which
inputs were most influential in driving an automated outcome
(Hassanien et al., 2025).

When these EU insights are viewed alongside Tanzania’s
regional peers, such as Kenya’s Data Protection Act (DPA) and
South Africa’s Protection of Personal Information Act (POPIA),
a similar limitation is witnessed. Despite Kenya’s DPA recogniz-
ing that every data subject has a right not to be subject to a de-
cision based solely on automated processing, including profiling,
that produces legal effects concerning or significantly affects the
data subject (Data Protection Act, 2019), there is limited guid-
ance on its operationalization. However, the Office of the Data
Protection Commissioner has issued interpretive guidance for
digital credit providers (Guidance Note For Digital Credit Pro-
viders, 2023), which provides some practical notes on profiling
and automated decision-making, clarifying how consent, trans-
parency, and human intervention should be applied in practice.
As for South Africa, POPIA does not explicitly grant a right to
an explanation, leaving uncertainty about how data subjects can
meaningfully contest or understand automated decision-making.
(Novazi, 2025).

Next, this paper analyses responsible Al principles applica-
ble to the design, development, and deployment of Al solutions,
with consideration of the PDPA.
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B. Responsible Al Use and Its Relevance to Data Privacy Principles

The concept of responsible Al ensures that Al systems op-
erate in an ethical, transparent, and rights-aligned manner, in-
cluding privacy. Data privacy principles serve as the foundation
for responsible Al deployment, governing how personal data is
collected, processed, and used in Al-driven systems. Without
adequate safeguards, Al systems may contribute to privacy vi-
olations, discrimination, and security risks, undermining pub-
lic trust and regulatory compliance. The PDPA incorporates key
privacy principles, such as data minimization, transparency, and
certain data subjects’ rights, all of which play a crucial role in
shaping responsible Al practices. However, the extent to which
these principles foster Al innovation or hinder its growth re-
mains a subject of debate.

1. Data Minimization

Sections 22(2), 25, 26, and 30 of the PDPA illustrate how the
principle of data minimization emphasizes collecting only the
data necessary for the intended purpose. Data Controllers are
encouraged to limit the scope of data collection to what is essen-
tial for the specified processing activities. Al systems are prone
to collecting more personal data than necessary for any process-
ing activity. This principle does not require reducing data collec-
tion to an absolute minimum, but seeks to reduce it to the lowest
possible level in relation to the purpose of processing. Therefore,
data minimization, as required under the PDPA, is essential to
ensure Al-powered solutions are designed and applied with pri-
vacy protections to exclude unrelated data.

While the data minimization principle aligns with privacy
protection, it may also create challenges for Al systems that rely
on large, diverse datasets for training and improving accuracy.
As a result, unlike the PDPA, some data regulations, such as the
European Union’s GDPR, balance data minimization with the le-
gitimate interests of Al developers by allowing anonymized and
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pseudonymized data processing (Article 6 GDPR). Article 6(1)(f)
of the GDPR permits processing based on the data controller’s
legitimate interests, provided that it does not override the rights
and freedoms of the data subject. Additionally, Recital 26 of the
GDPR further clarifies that truly anonymized data falls outside
the scope of the GDPR. At the same time, Article 4(5) defines
pseudonymization as a safeguard measure that can support law-
ful processing and reduce privacy risks. This approach enables
Al innovation while mitigating risks associated with personal
data exposure.

2. Transparency and explainability

Transparency is another cornerstone of responsible Al. The
transparency principle generally requires organizations to in-
form individuals about their individual rights and how they can
assert them vis-a-vis the organization’s services. The principle of
transparency, embedded in both the PDPA and GDPR as a glob-
al standard regulation, requires data controllers and processors
to provide clear information about how personal data is collected
and processed in Al-driven systems (Section 5, Personal Data
Protection Act, 2022; Art. 12, General Data Protection Regula-
tions, 2018). The challenge, however, lies in implementing ex-
plainability mechanisms that make Al decision-making compre-
hensible to non-technical users. Transparency principles can be
challenging in the AI context. Developers may limit disclosure
of data sources to protect trade confidentiality and innovation.
Additionally, the general-purpose nature of models makes it im-
possible for developers to enumerate all potential beneficial uses
in advance.

In the European context, the EU Al Act (Regulation (EU)
2024/1689 — EU AI Act) complements the GDPR by emphasiz-
ing explainable Al, ensuring that automated decisions affecting
individuals are understandable and can be challenged. African
jurisdictions, including Tanzania, already contain legal safe-
guards against harmful automated decision-making. However,
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what remains lacking in most African contexts is the operation-
alization of these provisions. There are few, if any, sector-specific
guidelines, implementation frameworks, or institutional mecha-
nisms that clarify what constitutes ‘meaningful human involve-
ment’ or how data subjects can practically challenge algorithmic
outcomes. Therefore, while the legal basis exists, the absence of
complementary Al-specific regulations or enforcement tools rais-
es concerns about the practical accountability and transparency
of Al-driven decision-making in the region.

Also, as described in the Centre for Information Policy and
Leadership (CIPL)’s 2024 publication, many Al developers have
released explanatory documents (e.g., model or system cards and
technical reports) to make Al models more transparent. These
documents can include details about the AI model’s construction,
evaluation, mitigations, operation, types of data it was trained
on, intended use cases and contexts, key limitations, and perfor-
mance metrics. The report also buttressed that such documents
should, if feasible and appropriate, also include metadata on the
key attributes of the categories of personal data used in mod-
el training (for instance, what types of data are included in the
dataset, where and how the data was collected, and which de-
mographic groups are represented within it). Additionally, they
ought to disclose the steps taken to reduce reasonably foresee-
able risks.

Ultimately, laws and regulations should carefully balance
transparency and data minimization principles.

3. Data Subject Rights

Part VI of the PDPA provides data subjects with rights, in-
cluding the right to access their personal data, correct inaccu-
racies, and request deletion under certain circumstances. The
PDPA details these rights and how individuals can exercise
them under PART VI. The analysis of the rights in relation to Al
is as follows:
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i). The right to be informed:

As a guarantee of the protection of personal data, section
33(1) of the PDPA establishes the right to be informed of data col-
lection and processing, as well as the purpose involved. Organi-
zations deploying Al systems must uphold this right. This means
individuals must be clearly and proactively informed before or
during interaction with the system, whether their input prompts
and generated outputs may be stored, reused for model train-
ing, or shared with third parties. Importantly, individuals must
also be informed whether they can prevent their data from being
used in future fine-tuning or model-improvement activities, es-
pecially when sensitive or identifiable personal data is involved.
Furthermore, those deploying the AI must take responsibility for
responding to data subject requests for access, objection, or de-
letion, as part of transparent and accountable data governance.
Aligning these practices with the right to be informed ensures
that consent, if relied upon, is meaningful and that users can
exercise their autonomy over data-driven technologies (Centre
for Information Policy and Leadership (CIPL), 2024).

i1). The right to object to the processing of personal data collect-
ed where such processing will lead to adverse impacts:

Under the PDPA, when organizations rely on the legitimate
interest legal basis for processing, individuals have a right to ob-
ject to processing pursuant to section 35 of the PDPA (Personal
Data Protection Act, 2022). This provides individuals with an
important level of control over their personal data. Therefore,
organizations that rely on the ‘legitimate interests’ legal basis
should allow individuals to object to the use of their personal
data for model operation, development, and improvement at any
time in and accessible manner, and cease processing, unless the
organization can demonstrate compelling interests that override
the reasons for the objection (Confederation for European Data
Protection Organizations (CEDPO), 2023).
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iii). The right to erasure:

Data protection law applies to various stages in the Al con-
text, where data subject rights related to personal data may be
relevant. These stages include the training data phase, where
personal data is incorporated, and the deployment phase, where
personal data is used to generate content and the resulting con-
tent itself. Additionally, the model itself may contain person-
al data (Centre for Information Policy and Leadership (CIPL),
2024). Regulators should consider the entire range of compliance
requirements that organizations must meet to safeguard indi-
vidual rights. In some instances, organizations may not be able
to comply with erasure requests because the associated data is
prohibited from further processing, including deletion or modifi-
cation, because it is subject to data retention requirements from
other legal acts, such as anti-money laundering requirements, or
it 1s on hold because of litigation proceedings (Confederation for
European Data Protection Organisations (CEDPO), 2023).

Certainly, there are broader societal benefits derived from
training Al models on a wide variety of personal data, such as
easing access to information and technology and enhancing AI’s
diversity and accessibility. However, as exceptions exist in every
general rule, Al developers and organizations should be able to
web scrape sensitive data that individuals choose to make pub-
lic. The case of Meta Platforms Inc. v. Bundeskartellamt (Case
C-252/21 Meta Platforms Inc and Others v. Bundeskartellamt
[2023] ECLIL:EU:C: 2023:537, para 77), in which the Court of
Justice of the European Union (CJEU) examined whether sensi-
tive data might be deemed publicly available and the legitimate
interests of a controller to handle such data, provides a signifi-
cant analogy. The CJEU clarified that personal data is manifest-
ly made public in cases where an individual ‘intended, explicitly
and by a clear affirmative action, to make the personal data in
question accessible to the general public. When a person has
settings at their disposal and is fully informed that their infor-
mation may be accessible to the public or only a chosen few, and
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they decide to make it public, they have clearly made their infor-
mation public (Case C-252/21 Meta Platforms Inc and Others v.
Bundeskartellamt [2023] ECLI:EU:C: 2023:537. at paras 77-85).
As a general matter, Al model developers should be able to use
such data so long as the developer’s legitimate interest is not
outweighed by the rights of individuals (Centre for Information
Policy and Leadership (CIPL), 2024).

4. Data Transfers

If personal data is transferred to other countries, the PDPA
includes provisions under PART V regarding the legal basis for
such transfers and measures to ensure the protection of data
during the transfer process, whether in places with or without
adequate safeguards for personal data. However, as noted in the
Centre for Information Policy and Leadership (CIPL)’s report
on the application of data protection principles to Al, nations
are increasingly imposing restrictions on certain cross-border
data transfers through existing data protection laws. Tanza-
nia’s PDPA is not an exception. Sections 31 and 32 of the PDPA
regulate the cross-border transfers of personal data, including
the Minister’s power to issue regulations specifying categories
of processing for which cross-border transfers of personal data
are completely prohibited. This may impede the development of
accurate and fair AI models and have other unintended negative
consequences for beneficial Al use (Centre for Information Policy
and Leadership (CIPL), 2024).

For example, several advanced AI models require diverse,
high-quality datasets, often necessitating the transfer of data
across borders to improve performance and accuracy. Under the
GDPR, the European Data Protection Board (EDPB) provides
a structured framework for cross-border data transfers through
adequacy decisions and standard contractual clauses (SCCs).
Similarly, in Kenya, the Office of the Data Protection Commis-
sioner (ODPC) has issued guidance on data transfer and sharing
mechanisms, recognizing the need for international collaboration
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in data-driven innovation (Office of the Data Protection Commis-
sioner, Kenya, 2024). However, Tanzania’s Personal Data Pro-
tection Commission has yet to issue any guidance or regulations
set specifically on cross-border data transfers.

IV. RECOMMENDATIONS

It is important to acknowledge that the PDPA is not an
Al-specific legislation and was not expressly enacted to facilitate
or regulate Al. Its primary aim is to establish a comprehensive
framework for the protection of personal data across all sectors
in Tanzania. As such, any effect the PDPA may have on Al devel-
opment arises incidentally through its application to data pro-
cessing activities that support Al systems. While the PDPA does
not explicitly promote innovation, its provisions, including those
on data minimization, cross-border data transfers, and consent,
inevitably interact with Al development practices, particularly
those that depend on large, diverse datasets.

The PDPA, 1n its current form, tends to prioritize data min-
imization, consent-based processing, and strict controls on data
sharing, all principles that, while crucial for data protection, may
inadvertently inhibit the development, training, and deployment
of Al systems that rely on access to large, diverse, and often sen-
sitive datasets. The lack of specific provisions to accommodate
AT’s unique demands further compounds the problem.

This section, therefore, does not evaluate the PDPA for its
success or failure in achieving an unexpressed goal of fostering
Al innovation, but instead examines how the structure and re-
quirements of the PDPA, such as those under Sections 25 and
26 of the PDPA, may inadvertently constrain Al innovation or
create compliance challenges in the Tanzanian context. It does
so by analyzing (1) the institutional role and scope of the PDPC,
(i1) legal restrictions on sharing of personal and sensitive data
under Section 26 of the PDPA, and (i11) the absence of mandates
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for privacy-preserving design approaches such as ‘Privacy by De-
sign (PbD)’ that could bridge the gap between data protection
and Al innovation.

Against this backdrop, this section further examines practi-
cal strategies that reflect how the PDPA interacts with real-world
Al applications in Tanzania—exploring them through concrete
examples and operational dynamics to illuminate the practical
implications of the PDPA’s data protection requirements for Al
development, innovation, and ethical deployment. This approach
provides a grounded understanding of how existing regulatory
constraints shape, and in some cases limit, the responsible and
effective use of Al technologies in the Tanzanian context.

A. The Role of the Personal Data Protection Commission (PDPC)

The PDPC plays a crucial role in ensuring that Al systems
comply with data protection principles, balancing innovation
with the fundamental right to privacy. Since the PDPA is not
a dedicated Al regulation, and the PDPC, as its implementing
authority, is not designed to function as a comprehensive Al reg-
ulator. Instead, the PDPC’s mandate is confined to overseeing
compliance with data protection obligations, and its involvement
in Al regulation is incidental, limited to ensuring that Al ap-
plications comply with the privacy and data protection require-
ments set out under the PDPA. This distinction is crucial in un-
derstanding both the scope and the limitations of the PDPC’s
oversight in the context of Al.

As such, it is pertinent to note that the extent to which the
PDPC, as a data protection commission (DPC), has the necessary
legal, technical, and institutional capacity to regulate Al-driven
data processing remains an area of concern. The global experi-
ence suggests that DPCs must evolve rapidly to keep pace with
the complexities of Al technologies and systems, as seen with the
EDPB under the GDPR, which has recently adopted an opinion
on Al and automated decision-making to address emerging risks
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of Al technologies (European Data Protection Board, 2024).

In the African context, DPCs are noted for establishing
themselves as important players in Al regulation. Their actions
have mostly involved research, guidance, announcements of
plans to regulate Al in the context of data protection, and, in
the worst situations, moratoriums on facial recognition and oth-
er technology (Tsebee & Oloyede, 2024). For example, in 2020,
Mauritius’ Data Protection Commission published the ‘Guide on
Data Protection for Health Data and Artificial Intelligence Solu-
tions,” providing crucial insights into handling sensitive health
data within Al solutions and emphasizing the intersection of
health care innovation and data protection (Data Protection Of-
fice, Mauritius, 2020). Subsequently, in 2023, the Moroccan DPA
co-sponsored resolutions on generative Al systems and Al and
employment (T'sebee & Oloyede, 2024).

These developments signal a growing tendency for DPCs
to entrench their authority in Al governance, and they are es-
sential in influencing the ethical and responsible advancement
and use of Al across Africa. However, while such involvement is
framed as promoting ethical and responsible Al use, it also risks
reinforcing inflexible privacy regimes that may hinder innova-
tion and the practical deployment of Al technologies across Af-
rica since by prioritizing strict compliance with data protection
principles such as purpose limitation, data minimization, and
consent requirements, DPCs may create regulatory uncertainty
or impose compliance burdens that deter experimentation and
slow down the development of Al systems. This can particularly
impact startups and research institutions that lack resources to
navigate complex legal requirements.

As aforementioned, in the African context, DPCs are in-
creasingly recognizing the importance of regulating Al to safe-
guard data subjects’ rights. DPCs are pivotal in overseeing per-
sonal data processing and ensuring that Al applications do not
infringe upon individual privacy (T'sebee & Oloyede, 2024). The
PDPC’s role becomes even more crucial when dealing with Al
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models that utilize extensive datasets to generate insights or
predictions. As the primary function of the PDPC is to enforce
compliance with the PDPA, the role may extend to ensuring that
Al developers, organizations, and data controllers adhere to the
principles of lawfulness, fairness, and transparency in data pro-
cessing. In practice, this requires proactive engagement with
Al stakeholders to assess whether data collection, storage, and
usage in Al systems align with legal requirements (Tsebee &
Oloyede, 2024). The PDPC may also scrutinize the lawfulness of
acquiring and processing datasets for Al models. Without such
oversight, there is a risk of misuse that could lead to a backlash
against Al systems in cases of individual privacy infringement.
The PDPC thus acts as both a regulatory body and a trust-build-
ing institution, setting the stage for responsible AI practices
within Tanzania’s digital ecosystem.

In Europe and other jurisdictions, enforcement actions by
national DPCs, such as fines imposed on Al-powered advertising
firms for excessive data collection, illustrate how regulators can
hold AI systems accountable. However, the PDPC in Tanzania
has yet to develop sector-specific guidelines or conduct investi-
gations into Al applications, leaving significant oversight gaps.
Without clear regulatory interventions, Al developers in Tanza-
nia may face uncertainty about compliance, potentially deterring
innovation or leading to unchecked AI deployments that pose
privacy risks.

B. Regulatory Sandboxes

Despite these challenges, the limitations imposed by the
PDPA are not necessarily an outright impediment to Al inno-
vation. Rather, they highlight the need for Tanzania to develop
Al-specific data governance frameworks that enable responsible
data-sharing practices while upholding privacy protections. One
possible solution is the introduction of regulatory sandboxes—
controlled environments where Al developers can experiment
with data-sharing mechanisms under strict oversight (OECD
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— Working Party on Artificial Intelligence Governance (AIGO),
2023). If Tanzania were to adopt a regulatory approach similar
to that in the EU, Al companies could gain access to anonymized
datasets for research and development while remaining within
the legal parameters of the PDPA.?

Furthermore, the PDPA’s restrictions on data sharing could
incentivize Al developers to explore privacy-enhancing technol-
ogies (PETSs), such as federated learning and homomorphic en-
cryption (Feretzakis et al., 2024). These technologies allow Al
models to be trained on decentralized datasets without exposing
raw personal data, thereby enabling compliance with the PDPA
while still advancing Al capabilities (Ward, 2025). For instance,
Google’s federated learning approach in mobile Al applications
allows predictive text and voice recognition models to improve
without transmitting user data to centralized servers (Sen et
al., 2025). If similar approaches are encouraged in Tanzania, Al
firms could navigate the PDPA’s constraints without compromis-
ing innovation.

C. Incorporating and Implementing Privacy by Design in Al

Although the Tanzanian PDPA does not explicitly mandate
incorporating privacy by design into Al systems, its core princi-
ples closely align with this best practice. Privacy by design (PbD)
is a proactive approach to data protection that integrates pri-
vacy considerations at every stage of a system’s development,
rather than treating them as an afterthought (Bygrave, 2021;
Goodbody, 2018). Originating as a concept developed by Dr. Ann
Cavoukian, PbD has been widely recognized in global data pro-
tection frameworks, including the EU’s GDPR, which explicitly
enshrines it under Article 25.

3 Research has shown that, although data anonymization techniques have
improved, they often struggle to balance privacy and utility effectively. The risk of
re-identification (de-anonymizing data) data still lingers as a valid concern.
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While Tanzania’s PDPA does not formally adopt PbD, its
requirements on data minimization, purpose limitation, and se-
curity safeguards suggest that Al developers operating in Tanza-
nia would benefit from embedding privacy-centric features into
their systems from the outset. Failure to do so could lead to com-
pliance risks, undermine user trust, and ultimately hinder Al
innovation by creating legal uncertainty.

While it is unclear why the legislator did not include privacy
by design as one of the technical and organizational measures,*
the absence of a legal mandate for PbD in Tanzania places a
greater responsibility on Al developers and organizations to vol-
untarily integrate privacy-friendly mechanisms into their sys-
tems.

However, if Al development does not embed privacy safe-
guards at an early stage, these systems risk violating key PDPA
principles, such as lawful processing and data security. One sig-
nificant concern is the issue of excessive data processing. Without
PbD, Al systems may gather and process unnecessary personal
data, increasing the likelihood of data breaches or unauthorized
processing. A clear example of how PbD can mitigate this risk
can be found in Europe’s approach to Al-powered virtual assis-
tants like Apple’s Siri or Google Assistant. While these services
generally require an internet connection to function fully, such
as retrieving information from the web or syncing with cloud
services, compliance with GDPR’s PbD principles has led to the
integration of on-device processing capabilities. For instance,
tasks such as wake-word detection or basic voice-command in-
terpretation are increasingly handled locally on the user’s de-
vice, thereby reducing the transmission of sensitive voice data
to external servers and enhancing privacy (Veale et al., 2018). If
similar privacy-centric approaches were adopted in Tanzania, Al
developers could reduce exposure to regulatory risks under the
PDPA while fostering greater user confidence in Al applications.

4 See, Recital 78 of the GDPR on Appropriate Technical and Organisational
Measures. Available at: https://gdpr-info.eu/recitals/no-78/
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This article argues that PbD offers long-term advantages
for Al innovation in Tanzania. By embedding privacy-enhancing
features early in Al development, companies can avoid costly ret-
roactive compliance efforts, reduce liability risks, and enhance
consumer trust. Moreover, the adoption of PbD can serve as a
competitive advantage, positioning Tanzanian Al firms as lead-
ers in ethical Al development within Africa. One practical way
forward is for Tanzania’s regulatory bodies, such as the PDPC,
to issue PbD guidelines specific to Al systems. These guidelines
could outline best practices, such as data minimization tech-
niques, privacy-preserving Al architectures, and transparency
requirements, helping Al developers navigate compliance while
fostering responsible innovation.®

V. CONCLUSION

This article critically examines the PDPA and its implica-
tions for Al innovation, analyzing whether the Act fosters or
hinders Al development in Tanzania. The analysis demonstrates
that while the PDPA establishes an essential legal foundation
for responsible data processing, its provisions introduce both op-
portunities and constraints for Al-driven systems. By exploring
key areas such as the limitations on the sharing of personal data
(Sections 25 and 26), the development of safeguards for privacy
rights (Section 27), and the need for Al explainability, this study
underscores the complex relationship between regulatory com-
pliance and technological advancement.

One of the article’s major findings is that the PDPA’s em-
phasis on data protection principles, such as purpose limita-
tion and security safeguards, aligns with global data protection
standards, particularly the European Union’s GDPR. However,
unlike the GDPR, which explicitly mandates privacy by design

This approach was also noted in the recent landmark case on the PDPA, Tito
Magoti v. Attorney Geneal, Miscellaneous Civil Case No. 18 of 2023.
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and provides detailed guidance on Al-driven decision-making,
the PDPA lacks specific provisions or guidelines from the PDPC
addressing Al regulation. This regulatory gap creates ambiguity
for Al developers operating in Tanzania, as they must navigate
compliance requirements that were not originally designed with
Al in mind.

Despite its comprehensive analysis, this paper has certain
limitations that must be acknowledged. First, the paper primari-
ly focuses on the legal and regulatory aspects of Al innovation in
Tanzania under the PDPA, without extensive empirical data on
Al adoption trends in the country. Al development in Tanzania
is still in its early stages compared to other jurisdictions such
as Kenya, South Africa, and the EU. Consequently, some of the
challenges and regulatory gaps identified in this study are based
on theoretical and comparative analysis rather than direct em-
pirical observations of Al implementation in Tanzania. Future
research could benefit from case studies on Al deployment in
Tanzanian industries, exploring how businesses and regulators
navigate data protection compliance in practice.

Another limitation is the evolving nature of Al governance
frameworks. Al regulation is a rapidly developing field, with
global jurisdictions continuously refining their approaches to
balance innovation and data protection. While this study com-
pares Tanzania’s PDPA with the GDPR and some other data
protection frameworks,® it does not account for emerging Al reg-
ulatory frameworks, such as the EU AI Act, which introduces
a risk-based classification system for Al applications. As inter-
national Al governance models evolve, Tanzania may consider
adopting a more tailored Al regulatory framework that provides
clear compliance pathways for developers while addressing sec-
tor-specific risks. Future studies should analyze how new global
Al regulations influence Tanzania’s approach to data protection
and Al governance.

6 For instance, Protection of Personal Information Act (POPIA) in South Africa
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Finally, this paper assumes that Tanzania’s PDPA will be
enforced effectively, yet enforcement capacity remains an open
question. The success of data protection regulations in foster-
ing or hindering Al innovation depends not only on the legal
framework but also on the strength of regulatory institutions.
This paper does not extensively examine the PDPC’s institution-
al capacity to oversee Al-related compliance. Given the techni-
cal complexity of Al systems, regulatory bodies need specialized
expertise to evaluate Al compliance with data protection stan-
dards. Future research could assess whether Tanzania’s regu-
latory institutions have the resources and technical capacity to
effectively enforce Al-related provisions under the PDPA.
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