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ABSTRACT

The integration of technology into daily human lives has become indispensable, 
shaping society and emphasizing the role of humans in the development of society. 
This indispensable integration is illustrated by the global rise of Web3, a decentralized 
application ecosystem that utilizes advanced technologies, such as crypto assets, 
non-fungible tokens (NFTs), decentralized finance (DeFi), decentralized 
autonomous organizations (DAOs), and the Metaverse. These technologies 
offer significant benefits alongside unique risks and challenges, necessitating 
innovative regulatory strategies to address them. The inherent tension between 
promoting innovation and safeguarding citizens’ interests requires a flexible and 
comprehensive regulatory framework for Web3 in Kenya, capable of adapting to the 
rapidly evolving technological landscape while simultaneously managing emerging 
risks. This research aims to identify key principles for developing effective Web3 
regulations and argues for Kenya’s regulatory recognition of Web3 technologies, 
emphasizing potential benefits such as increased innovation, digital sovereignty, 
financial independence, and economic development. It also explores different 
regulatory strategies, such as self-regulation, co-regulation, and the implementation 
of co-regulatory tools like public-private dialogue (PPD). The findings propose that 
Kenyan regulators should adopt flexible, forward-thinking regulatory strategies 
that can navigate the complexities introduced by these transformative technologies.
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I. INTRODUCTION

In recent years, regulatory scrutiny of digital assets has 
intensified globally and locally, with Kenya experiencing simi-
lar trends. This intensified focus is attributed to the substan-
tial growth in retail and institutional adoption of digital assets, 
including cryptocurrencies, leading to rapid market capitaliza-
tion gains but also notable volatility (PwC, 2022). However, this 
growth has been accompanied by a troubling decline in consumer 
trust due to high-profile failures like the collapse of FTX Trading 
Limited, which was a leading cryptocurrency exchange company 
(Kapoor, 2023), fraudulent activities, scams, and mismanage-
ment of customer funds within the crypto industry (PwC, 2022; 
Trozze et al., 2022). These issues emphasize the global neces-
sity for a comprehensive regulatory strategy and supervisory 
framework to strengthen consumer protection and address the 
complex challenges in the digital asset landscape (PwC, 2022), 
including Kenya’s growing involvement in this space.

Web3, a nascent paradigm characterized by a decentralized 
internet ecosystem, is rapidly reshaping the digital landscape 
(McKinsey & Company, 2023). It represents a shift from cen-
tralized platforms to a network where users have greater con-
trol over their data and digital assets, facilitated by Blockchain 
technology (El-Khouri & Schröder, 2023; McKinsey & Company, 
2023). Its potential to revolutionize sectors such as finance, asset 
management, and governance is undeniable (Habib et al., 2022). 
However, according to Gohil et al. (2023), the rapid evolution of 
Web3, its decentralized and borderless nature, coupled with its 
intricate technological underpinnings, outpace traditional regu-
latory frameworks. 

While Kenya has yet to experience these challenges on a 
significant scale, the nature of Web3 introduces profound diffi-
culties and critical gaps. These include judicial interpretation of 
code-based smart contracts (York & Wong, 2016), the application 
of judicial review to government services implemented through 
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smart contracts (Chin Li Ting, 2022), and the adaptation of 
corporate governance principles to decentralized autonomous 
organizations (DAOs) (De Filippi & McMullen, 2018). Within 
the context of judicial review for instance, the autonomous and 
algorithmic nature of smart contracts when deployed in public 
service processes such as permit issuance, may inadvertently 
embed hidden biases—thereby necessitating judicial oversight 
(Atzori, 2017). This raises critical concerns about the potential 
for smart contracts to overstep the boundaries of delegated leg-
islative authority, exhibiting characteristics of unreasonable-
ness and procedural unfairness that could potentially render the 
smart contract decision-making mechanisms unlawful (Leewis 
et al., 2021). 

Moreover, DAOs represent a paradigm shift in organiza-
tional governance, utilizing Blockchain technology to facilitate 
decentralized, transparent, and collective decision-making pro-
cesses (Lai et al., 2023). Unlike traditional organizations which 
are governed by top-down, centralized frameworks, DAOs em-
power members to propose and vote on decisions, creating a dis-
tributed model of governance that operates via smart contracts 
(Bellavitis, et al., 2022). This novel structure challenges conven-
tional corporate governance models and highlights legal ambigu-
ities due to the lack of identifiable legal entities or jurisdictional 
boundaries (De Filippi et al., 2020). Uniswap, a globally recog-
nized DAO and decentralized exchange, exemplifies the poten-
tial of Blockchain technology to facilitate peer-to-peer financial 
transactions without central operators (Leech, 2021; Uniswap, 
2024; Digital Assets, 2023). 

Accordingly, regulatory ambiguity surrounding these tech-
nologies constitutes a significant impediment to their widespread 
adoption, and stakeholders may exhibit a pronounced reluctance 
to implement protocols that might be in contravention of future 
regulatory frameworks (Hacker et al., 2019; Mohammed Abdul, 
2024). Therefore, Kenya stands at a critical juncture in its digital 
trajectory, as the emergence of Web3 presents immense oppor-
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tunities for economic and societal progress, yet it also presents 
complex regulatory challenges. 

It is worth noting that a significant constraint of this paper 
lies in its apparent emphasis on cryptocurrency as the dominant 
technology within the Web3 ecosystem. This focus is largely attrib-
utable to the significant regulatory attention that cryptocurrencies 
have garnered globally (PwC, 2022), including in Kenya. Crypto-
currencies, due to their financial implications, have drawn sub-
stantial regulatory attention, particularly as they pose challeng-
es to the effectiveness of traditional monetary systems and raise 
concerns regarding financial stability (FSB, 2023). Additionally, 
the high incidence of fraudulent activities associated with crypto-
currencies has underscored the urgent need for effective consum-
er protection measures. This constraint is further compounded 
by the theoretical nature of the proposed regulatory frameworks, 
which, as discussed in subsequent sections of this paper, have yet 
to be effectively implemented in Kenya. Furthermore, the paucity 
of research on alternative regulatory approaches for Web3 tech-
nologies within Kenya significantly impedes a more comprehen-
sive understanding of the potential regulatory landscape.

In light of the considerable regulatory scrutiny directed at 
cryptocurrencies, this paper endeavors to show the need for a 
broader regulatory approach that encompasses the diverse range 
of Web3 technologies. Web3, however, extends far beyond the 
confines of cryptocurrency (Islam et al., 2020), encompassing a 
wide range of technologies, notably Blockchain-the foundational 
technology that enables decentralization and decentralized ap-
plications such as DAOs. This paper advocates for a more flexible 
and inclusive regulatory approach, one that integrates co-regula-
tory models, including mechanisms like DAOs and standardized 
protocols in order to address the diverse and continually evolving 
technologies within the Web3 ecosystem. This broader perspec-
tive further justifies the paper’s endeavor to define both Block-
chain, as the core infrastructure of Web3, and Web3 itself, which 
is explored later in more detail.
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Accordingly, this paper aims to achieve the following objec-
tives. Part II provides a foundational understanding of Block-
chain and Web3, offering a comparative analysis of Web1, Web2, 
and Web3 in the context of regulatory frameworks. Part III ex-
plores the broader challenges in regulating the Web3 ecosystem, 
while Part IV outlines Kenya’s existing regulatory approach in 
the Web3 space. Part V examines recommendations for effec-
tive regulatory practice, and investigates various regulatory 
strategies for Web3 in Kenya, such as self-regulation, co-reg-
ulation and the application of existing laws. In this section, it 
is argued that a co-regulatory model, combined with a hybrid 
approach that incorporates the creation of new laws alongside 
the adaptation of existing legal frameworks, offers an especially 
effective mechanism for addressing the unique regulatory chal-
lenges Web3 presents. Part VI concludes by highlighting the im-
portance of adopting an appropriate regulatory strategy that will 
enable Kenya to navigate the complexities of Web3, balancing 
innovation with effective oversight. Through this analysis, the 
paper seeks to contribute to the ongoing discourse on developing 
an optimal regulatory framework for Web3 in Kenya – one that 
can constructively manage the balance between regulation and 
the potential advantages offered by Web3 technologies.

II. BLOCKCHAIN AND WEB3

A. Blockchain

Blockchain technology, a transformative innovation, has 
introduced a new paradigm for governing human and business 
activities, simply functioning as a decentralized ledger for re-
cording transactions (Islam et al., 2020; Sarmah, 2018). Further, 
unlike centralized systems controlled by a single entity like a 
bank, Blockchain operates on a shared or distributed global net-
work of computers. This peer-to-peer network allows all partici-
pants transparent access to transaction records, preventing any 
single entity from monopolizing the network (Sarmah, 2018). 
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According to Sultan et al. (2018), Blockchain is also defined 
by several key characteristics. It is immutable, meaning that it 
provides a permanent and tamper-proof record of transactions, 
ensuring data integrity. It is decentralized, with the Blockchain 
ledger stored across a network of computers or nodes, allowing 
any participant to access and copy the entire ledger, thus elimi-
nating central points of failure. Likewise, it is consensus-driven, 
meaning that transactions are independently verified through 
consensus models, such as Proof of Work, which validate and 
confirm each block to ensure trust and integrity in the system. 
Lastly, it is transparent, as its open ledger allows any party to 
access and audit transactions, promoting accountability (Sultan 
et al., 2018). 

Although Blockchain technology gained prominence as 
the foundational structure for the Bitcoin cryptocurrency, its 
versatile features have propelled its evolution beyond cryptocur-
rency applications (Islam et al., 2020; Habib et al., 2022). Block-
chain’s inherent characteristics—such as transparency, security, 
decentralization, and immutability—have enabled its adoption 
across diverse sectors, including finance, intellectual property 
protection, healthcare, legal systems, and supply chain manage-
ment (Consensys, 2024; Min Xu et al., 2019; Islam et al., 2020). 
These applications highlight Blockchain’s potential to drive in-
novation and efficiency in addressing sector-specific challenges.

Blockchain therefore serves as the foundational architecture 
for Web3. Its structure supports decentralization, transparency, 
security, and user sovereignty, particularly in data management 
that are central to Web3’s ethos (Bells, 2024; Tosh Marketing, 
2024). Accordingly, a comprehensive definition of Web3 as a con-
cept is provided below.

B. Web3

The evolution of the internet can be characterized into three 
distinct eras. Web1, the inaugural phase, was characterized by 
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static, read-only pages, which used hyperlinks to direct users 
to external websites (Connor and Sarkar, 2024; Ragnedda and 
Destefanis, 2019). Users were passive consumers of informa-
tion, unable to actively contribute or interact with the content 
(Ragnedda and Destefanis, 2019). The website known as ‘One 
Terabyte of Kilobyte Age Photo Op’ is a classic example of this 
era. 

Web2, the subsequent era, introduced interactivity and us-
er-generated content. Websites such as ‘Blogger’ empowered us-
ers to actively create and edit content actively, transforming the 
internet from a passive medium to an active and participatory 
space. At the time, the shift from a read-only to a write-able web 
marked a significant advancement in the evolution of the inter-
net (Ragnedda and Destefanis, 2019). 

Web3 is the third era of the internet, predicated on Block-
chain technology to facilitate decentralized networks obviating 
the need for central points of control (Ragnedda and Destefanis, 
2019). Web3, a concept proposed by Ethereum’s co-founder Gavin 
Wood (Wang et al., 2022; Wood, 2018), can be further represented 
as a convergence of revolutionary technologies and components 
which encompass Blockchain, smart contracts, decentralized ap-
plications (dApps), cryptocurrencies, NFTs, DeFi, etc, (Web3.0 
Research Group, 2022).  

Marchetti contends that Web3 seeks to ‘transform the very 
infrastructure of the internet’ by building on Web2 technologies, 
and addressing some of its glaring limitations (Marchetti, 2023; 
Gan et al., 2023), while introducing innovations that significant-
ly reduce dependence on single, centralized entities (Ragnedda 
and Destefanis, 2019; Wang et al., 2022). Further, it facilitates 
the storage and transfer of value through instruments such as 
cryptocurrencies and tokens (DeVries, 2016). It also empowers 
users with enhanced autonomy, control, and security in their 
digital interactions (Ragnedda and Destefanis, 2019). Unlike 
Web2, where user data is predominantly owned, controlled, and 
monetized by centralized entities such as the big tech firms- Goo-
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gle, Amazon, Meta, Apple and Microsoft (GAMAM)- Web3 plat-
forms are generally founded on open-source principles, promot-
ing transparency, collaborative development, and continuous 
innovation (Ragnedda and Destefanis, 2019; Nabben, 2023). 

The above digest is to be taken with monition, as the idea 
that Web3 inherently leads to a more equitable and resilient 
internet is aspirational but not universally accepted (Nabben, 
2023; Bryant, 2024). There are significant challenges and poten-
tial drawbacks, which include accessibility issues vis-à-vis access 
to technology and internet connectivity, digital literacy, regula-
tory uncertainty as well as implicit bias occasioned by the com-
plexity of the entire technologies which marginalize non-tech-
nical operators (Krause, 2024). Additionally, persistent security 
concerns in the digital space, such as fraud and scams, alongside 
the high energy consumption associated with certain Blockchain 
protocols like Bitcoin, have raised vital concerns (Krause, 2024). 
Furthermore, the volatility of cryptocurrency markets and the 
risk of centralization, where a small number of individuals or 
entities effectively control significant portions of the system de-
spite claims of decentralization, present notable challenges to 
the Web3 ecosystem (Ray, 2023).

C. Comparative Overview:  
Web1, Web2, and Web3 Regulation

Web3 has attracted substantial regulatory scrutiny at a 
global scale. Regulating Web3 presents formidable challenges 
that starkly contrast with the relatively stable frameworks gov-
erning Web1 and Web2 (Spheron Network, 2024). In Web2, regu-
latory mechanisms are directed primarily at centralized entities, 
facilitating oversight and compliance by targeting identifiable 
actors within established legal structures (Schrepel, 2023). For 
example, the EU’s General Data Protection Regulation (GDPR) 
(Wolford, 2024) and Kenya’s Data Protection Act, 2019 (ODPC), 
impose clear obligations on data controllers, enabling regula-
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tors to enforce privacy standards and sanction non-compliance 
(Wolford, 2024; ODPC). Moreover, existing legal frameworks, 
such as contract law and consumer protection legislation like the 
Consumer Protection Act, 2012 or the Kenya Information and 
Communications Act (KICA) (Chapter 411 of the Laws of Ken-
ya), govern relationships between consumers and centralized 
platforms, particularly in e-commerce platforms (Nzomo, 2018). 
Legal precedents concerning browsewrap and clickwrap agree-
ments, while not extensively examined within Kenyan jurispru-
dence, have received notable attention in US case law (Ngeta, 
2020; Nzomo, 2017). For example, in cases such as Sarchi v. Uber 
Technologies, Inc., 2022 ME 8, 268 A.3d 258. These legal prece-
dents further support regulatory oversight by defining contrac-
tual interactions between centralized entities and consumers on 
Web2 platforms (Lam, 2022).

Conversely, Web3’s decentralized and pseudonymous nature 
undermines traditional regulatory methods, creating a system 
inherently resistant to oversight (De Filippi et al., 2020; Bakare 
et al., 2024). Unlike Web2, where regulators can impose com-
pliance on identifiable entities within specific territories, Web3 
operates through distributed nodes or computers and pseudon-
ymous actors, complicating enforcement (Bakare et al., 2024) 
under frameworks like the GDPR, which assumes identifiable 
data controllers (Wolford, 2024). DAOs, which operate without 
a conventional corporate structure, further exemplify this chal-
lenge by dispersing authority among global computers, making 
it difficult for regulators to hold specific individuals or entities 
accountable (Bellavitis, et al., 2022; De Filippi et al., 2020). Addi-
tionally, Web3 lacks universally accepted standards like Trans-
mission Control Protocol/Internet Protocol (TCP/IP) standards 
that reportedly stabilized Web2, leaving regulatory bodies with-
out universally accepted or interoperable frameworks to gov-
ern its operations (IBM, 2024; Lin, 2023; Metalex Legal, 2023). 
Moreover, Web3’s rapid innovation perpetuates a regulatory lag 
as emerging technologies such as DeFi or cryptographic proofs 
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evolve faster than regulatory adaptation (Gohil et al., 2023; Per-
ani, 2018). Thus, regulations like Kenya’s Data Protection Act, 
2019 originally crafted for Web2, may be demonstrably insuf-
ficient in a Web3 environment where users manage their own 
data autonomously and through cryptographic means (Ragned-
da and Destefanis, 2019). Therefore, regulators must explore 
innovative strategies to effectively navigate the distinctive and 
evolving complexities of Web3. These strategies will be further 
examined in the subsequent sections of this paper.  

III. CHALLENGES IN REGULATING THE WEB3 ECOSYSTEM

While regulatory intervention is intended to serve the pub-
lic interest, several challenges impede the effective formulation 
and implementation of Web3 regulatory frameworks within the 
Kenyan context. 

Existing regulatory frameworks often exhibit outdated pro-
visions that are inadequate for addressing the novel business 
models and technologies of Web3. The Companies Act, 2015, is 
one such example. The Companies Act, 2015 (Companies Act, 
2015) does not expressly recognize DAOs. Consequently, incor-
porating a DAO under this legislation presents significant chal-
lenges due to the absence of provisions accommodating decen-
tralized governance structures. Similarly, Kenya’s current legal 
framework does not formally recognize digital assets as proper-
ty. The existing Land Acts and Intellectual Property laws such 
as the Copyright Act, 2001, do not account for the unique nature 
of digital assets, including cryptocurrencies and NFTs (Issaias, 
2021). This gap creates legal uncertainties regarding the own-
ership and protection of digital assets under existing property 
laws.

There is also a notable lack of coordination among regulators 
at different government levels, resulting in a disjointed mix of 
policies. Traditional bureaucratic structures operate in silos, un-
able to respond swiftly in a technologically competitive and high-
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ly collaborative environment (Dostmohammad & Long, 2015). 
Dostmohammad and Long (2015) claim that this often results in 
a piecemeal and reactive approach to regulatory issues, similar 
to playing ‘mole poking’ or engaging in exception handling pro-
cesses. For example, the ODPC and Communications Authority 
of Kenya (CAK) issued warnings about Worldcoin’s (a cryptocur-
rency project) data privacy practices without immediate, coordi-
nated responses from other regulatory bodies, highlighting the 
fragmentation in regulatory oversight (Mwangi, 2023; Commu-
nications Authority of Kenya, 2023). The subsequent formation 
of an ad hoc parliamentary committee to address Worldcoin’s al-
leged data privacy breaches further illustrates the lack of cohe-
sive regulatory action, with different entities reacting separately 
to emerging issues (Ogonjo & Kitili, 2023; Parliament of Kenya, 
2023).

In the Web3 space, diverse business interests and use cases 
require innovation and profitability (Ruas et al., 2023). However, 
the current regulatory landscape prioritizes the digital financial 
aspect, particularly evident in the three percent Digital Asset 
Tax on cryptocurrency transactions (Kenya Revenue Authority, 
2023). This rigid approach presents a twofold challenge. Firstly, 
the tax burden disproportionately targets crypto users, crypto 
payment service providers, and crypto exchanges, potentially 
inhibiting the growth and development of innovative financial 
solutions within the Web3 space. Secondly, the current approach 
neglects the broader utility of Blockchain technology (Ministry of 
ICT Blockchain Task Force, 2019). Its applications extend far be-
yond cryptocurrencies, encompassing functionalities like main-
taining transparent record systems in government registries, 
auditing supply chains, and facilitating secure smart contract 
execution (Shleifer, 2005). A comprehensive regulatory approach 
needs to consider these diverse applications of Web3. Such a 
framework would facilitate responsible growth within the digital 
financial ecosystem and enable the development of transforma-
tive Web3 applications across various sectors beyond finance.
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Regulators also often face criticism for being ineffective, 
politically motivated, incompetent, corrupt, and influenced by 
the institutions they are supposed to oversee (Shleifer, 2005; 
Mwamisi, 2024).  The Ethics and Anti-Corruption Commission 
(EACC), for example, has been criticized for its perceived ineffec-
tiveness and political interference, which has hindered its abili-
ty to address high-profile corruption cases effectively (Mwaniki, 
2017). This regulatory capture can lead to regulations benefiting 
established players or incumbents at the expense of new compet-
itors and the public interest (Shleifer, 2005).

Further, the pursuit of flexible and proportionate regula-
tions in the dynamic Web3 landscape is essential to foster in-
novation and adaptability. However, this approach carries the 
inherent risk of another form of regulatory capture, wherein 
powerful industry stakeholders unduly influence policymaking. 
This phenomenon, documented by Shleifer (2005), is exacerbated 
in complex rapidly evolving sectors like Web3. Gai et al. (2019), 
also highlight the vulnerability of regulatory agencies to undue 
industry influence, particularly when technical expertise is con-
centrated among a few large firms. In the Web3 space, this issue 
is exacerbated by the technology’s complexity and rapid evolu-
tion, leading regulators to rely heavily on industry input, which 
can compromise regulatory independence and objectivity (Shleif-
er, 2005). A salient example of this dynamic is evident in the po-
tential benefits accrued by corporations such as Meta (formerly 
Facebook) and Google from data privacy regulations, such as the 
European Union’s General Data Protection Regulation (GDPR) 
(Brinnen & Westman, 2019; Kostov & Schechner, 2019). Crit-
ics suggest that the resulting regulations, while robust, include 
loopholes that favor these large companies, making compliance 
more difficult for smaller competitors Brinnen & Westman, 2019; 
Wakabayashi and Satariano, 2018). 

Regulation can sometimes be misused for public abuse, 
where rules are manipulated to serve the interests of the po-
litically powerful at the expense of the politically weak (Shleif-
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er, 2005). Shleifer (2005) further contends that the creation and 
enforcement of public rules can provide opportunities for those 
in power to expropriate resources or benefits from vulnerable 
groups and favor their own interests. Regulations might be de-
signed to impose burdens on small businesses or new market 
entrants while benefiting established companies with strong po-
litical connections (Shleifer, 2005; Papenfuß & Schmidt, 2020). A 
notable example of regulatory misuse in the Web3 space is the 
legal dispute between Coinbase and the United States (US) SEC 
(Frankel, 2024). The SEC’s stringent enforcement actions against 
Coinbase and similar firms like DEBT Box have been criticized 
for disproportionately affecting newer and smaller crypto busi-
nesses (De, 2024; Kuhn, 2024). Shleifer argues that such regula-
tions impose significant compliance burdens on emerging play-
ers, while established financial institutions may benefit from a 
more lenient regulatory environment (Shleifer, 2005).  

Although coordination is a legitimate challenge, it is im-
portant to account for inherent constraints faced by regulators, 
including resource constraints and budgetary limitations (GL 
Solutions, 2024), divergent priorities (Kane, 2005), and institu-
tional fragmentation (Kalodimos, 2024). Indeed, the distribution 
of regulatory authority across various agencies may enhance 
flexibility, enabling tailored approaches to distinct Web3 sub-sec-
tors and emerging risks. In this light, what may appear as frag-
mentation could contribute to a more agile and sector-sensitive 
regulatory landscape (Xu, 2024). Lastly, while the risk of regu-
latory capture is rightly acknowledged, this paper’s stance may 
tend to lean towards an overly pessimistic perspective. Though 
a potential threat, regulatory capture is not inevitable. Careful 
regulatory design, transparency, and inclusive public participa-
tion can mitigate this risk, embedding checks and balances that 
ensure responsiveness to both innovation and public interest 
(Wren-Lewis, 2011).
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IV. THE KENYAN STRUGGLE 

Kenya is confronted with the imperative to engage with the 
transformative potential of Africa’s Web3 development, as evi-
denced by initiatives such as Valour’s exploration of digital asset 
exchange-traded products (ETPs) on the Nairobi Stock Exchange 
(NSE) (Andersen, 2024; Zimwara, 2024), and the government’s 
collaboration with Marathon Digital Holdings to integrate re-
newable energy into Bitcoin mining projects (Khalil, 2024). These 
developments display Kenya’s fertile ground for Web3 adoption 
and accentuate the urgency for regulators to embrace this wave 
of technological change. 

Notably, the analysis under this part reveals a pronounced 
emphasis on cryptocurrency, a focus not incidental but reflec-
tive of Kenya’s regulatory priorities. Kenyan authorities have 
concentrated primarily on cryptocurrency within the Web3 land-
scape, largely due to the immediate imperatives safeguarding 
monetary stability and protecting consumers from the fraudu-
lent aspects often associated with digital assets (Central Bank 
of Kenya, 2015).

As alluded to in the introduction, this selective emphasis 
likely stems from both pragmatic and perceptual factors. Cryp-
tocurrencies, given their significant implications for financial 
stability and consumer protection, have naturally attracted reg-
ulatory scrutiny (PwC, 2022). At the same time, the technical 
complexity of Web3 technologies (Orlando, 2023) as a whole may 
have contributed to certain misunderstandings and misinterpre-
tations, shaping a regulatory approach that prioritizes crypto-
currency oversight over the broader Web3 ecosystem. While this 
focus presents a limitation in this paper’s scope, there remains 
the potential for Kenya’s regulatory landscape to evolve toward 
a more balanced understanding of Web3 (Momanyi, et al., 2020). 
The subsequent sections of this paper explore possible regulatory 
pathways that could enable a more comprehensive engagement 
with the assorted components of Web3 technology. 
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A. The Central Bank of Kenya’s response

The Central Bank of Kenya (CBK), as the country’s mon-
etary authority, is primarily concerned with formulating and 
implementing monetary policies designed to achieve and main-
tain price stability (Central Bank of Kenya, 2024). Its regulatory 
purview extends to payment systems and payment service pro-
viders (PSPs), through the National Payment System Act, 2011 
(Sections 11-13), allowing it to exert influence over cryptocurren-
cy-related activities (Central Bank of Kenya, 2022). 

In line with the above, the CBK issued a public notice in De-
cember 2015, explicitly cautioning against the use of virtual cur-
rencies like Bitcoin due to their decentralized nature and associ-
ated risks. This notice also clarified that virtual currencies were 
not recognized as legal tender in Kenya (Central Bank of Kenya, 
2015). The CBK underscored several risks associated with cryp-
tocurrencies: their untraceable and anonymous nature, making 
them susceptible to criminal misuse; the unregulated status of 
global exchange platforms, leaving consumers vulnerable to fi-
nancial loss without legal recourse; and the speculative nature of 
their value, leading to high volatility and potential losses for us-
ers (Central Bank of Kenya, 2015). Additionally, a 2015 Banking 
Circular advised banks to refrain from engaging in transactions 
involving virtual currencies (Central Bank of Kenya, 2015). In 
2018, further warnings were issued in conjunction with other 
financial regulators about fraudulent financial services, urging 
the public to verify the legitimacy of financial institutions (Cen-
tral Bank of Kenya, 2018; National Treasury & Economic Plan-
ning, 2023). 

CBK’s initial position evolved in February 2022, when the 
CBK published a Discussion Paper evaluating the potential for 
Central Bank Digital Currency (CBDC) in Kenya’s retail and 
cross-border payment sectors. While highlighting benefits such 
as financial stability, enhanced cross-border payments, and in-
novation, the paper also recognized risks like disintermediation 
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of banks and financial exclusion (ALN, 2022; Central Bank of 
Kenya, 2022). By June 2023, after reviewing public feedback and 
global developments, the CBK determined that the immediate 
implementation of a CBDC was not a priority. Instead, it under-
scored the adequacy of existing payment systems in addressing 
Kenya’s financial challenges. The CBK committed to continuing 
its monitoring of CBDC developments, maintaining its cautious 
approach to digital currency adoption (Central Bank of Kenya, 
2023).

B. The Court’s response

The legal framework for cryptocurrency regulation was fur-
ther articulated in the case of Wiseman Talent Ventures v Cap-
ital Markets Authority [2019] eKLR. Wiseman Talent Ventures 
(the Plaintiff) accused the Capital Markets Authority (CMA) (the 
Defendant) of unlawfully disrupting their cryptocurrency busi-
ness, KeniCoin, through a cautionary statement and suspension 
of their mobile payment channel, causing significant financial 
losses. The Plaintiff sought a temporary injunction against 
CMA, arguing that the authority had no jurisdiction over crypto-
currencies. CMA defended its actions, citing its mandate under 
the Capital Markets Act (Chapter 485A of the Laws of Kenya) to 
protect investors and highlighting discrepancies in the Plaintiff's 
business operations and claims. Honorable Muigai J. dismissed 
the Plaintiff's application, finding insufficient evidence to sup-
port the business’s legitimacy and regulatory compliance. 

The court emphasized the necessity of regulatory oversight 
to protect the public from potential fraud in the unregulated 
cryptocurrency market. Justice Muigai also applied the ‘Howey 
Test’ from the United States case of Securities Exchange Com-
mission (SEC) vs W.J Howey Co.328 US 293 (1946), determin-
ing that cryptocurrency qualifies as a security. This is due to 
its nature of involving an investment of money in a common 
enterprise, with profits dependent on the efforts of others. This 
interpretation was supported by sections of the CMA Act that 
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empower the CMA to safeguard investor interests and develop 
a regulatory framework for electronic commerce, being Sections 
2(j), 11(1) (3)(d) & (w) and 12A. Additionally, the Plaintiff’s lack 
of transparency and accountability was found to contravene the 
national values and principles enshrined in Articles 3(1) and 10 
of the Constitution (Constitution of Kenya, 2010). 

This case reinforces the need for businesses to comply with 
existing financial regulations, even as new frameworks evolve. 
It also reflects an obligation to safeguard investor confidence 
in the rapidly evolving Web3 space and recognizes that while 
specific regulations for cryptocurrencies and Web3 may still be 
developing, existing laws provide a foundation for oversight and 
protection.

C.  Other institutional and concerted regulatory responses

Despite the CBK’s warnings about the risks associated with 
cryptocurrencies, a 2022 policy brief from the United Nations 
Conference on Trade and Development (UNCTAD) estimated 
that approximately eight-point five percent of the Kenyan pop-
ulation owned cryptocurrencies (UNCTAD, 2022). This figure 
demonstrated a notable penetration of cryptocurrencies despite 
regulatory concerns (Ng’ang’ira & Nzaku, 2023). In response 
to these developments, the Joint Financial Sector Regulators 
Forum (JFSRF), which includes the CBK, the CMA, and oth-
er financial regulators, considered a recommendation from the 
Treasury to establish a comprehensive oversight framework for 
crypto assets (Joint Financial Sector Regulators Forum, 2022). 
According to Ng’ang’ira & Nzaku (2023), this move signified a 
shift from previous warnings and reflected a collaborative effort 
to create a structured regulatory environment for digital curren-
cies (Ng’ang’ira & Nzaku, 2023).

In tandem with these efforts, the CMA introduced a legis-
lative proposal – the Capital Markets (Amendment) Bill, 2023. 
Ng’ang’ira & Nzaku (2023) express that the bill proposed de-
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fining Blockchain and digital currencies, aiming to incorporate 
them within the securities framework (Ng’ang’ira & Nzaku, 
2023). It mandated the licensing for new cryptocurrency prod-
ucts, required traders to maintain transaction records and pay 
taxes, and proposed using Blockchain technology for efficient 
and secure transaction tracking (Ng’ang’ira & Nzaku, 2023). It 
further sought to enhance market transparency, improve regu-
latory oversight, and address concerns related to crime and ter-
rorism financing (HKTDC Research, 2024). 

While the bill aimed to incorporate the growing cryptocur-
rency sector into the formal tax framework and improve regu-
latory oversight, its focus on taxation and regulatory oversight 
arguably overshadowed the need for fostering innovation within 
the digital asset space (Ng’ang’ira & Nzaku, 2023). Ng’ang’ira 
& Nzaku (2023) point out that despite its improvements in con-
sumer protection and economic stability, the bill lacked crucial 
provisions for effectively regulating cryptocurrency companies 
and exchanges. 

Although the bill underwent its final comprehensive delib-
eration in 2023, as it progressed to the second reading stage in 
the National Assembly, ongoing discourse persists regarding the 
adequacy of its provisions in accommodating the sector’s dynam-
ic evolution and its potential economic implications for Kenya 
(Ng’ang’ira & Nzaku, 2023).

In 2019, the Ministry of ICT, as it was known then, commis-
sioned a formal task force to produce the Government of Kenya 
Blockchain Report. Walubengo (2024) observes that following 
the report’s publication, governmental engagement with Block-
chain matters has been conspicuously absent, with little to no 
subsequent action or discourse on the subject.

However, the year 2022 and 2023 were marked by substan-
tial regulatory developments in Kenya’s digital asset landscape. 
In June 2023, the CBK released a Technical Paper on Crypto 
Assets as an annex to the report on Discussion Paper on Central 
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Bank Digital Currency: Comments from the Public (Central Bank 
of Kenya, 2023). This technical paper summarized recent key 
developments in the crypto assets sector, driven by heightened 
instability in the global market. This instability underscored the 
pressing need for a comprehensive review and understanding of 
both the innovation inherent in crypto assets and the associated 
technological risks in order to formulate effective and informed 
regulatory and policy decisions (Central Bank of Kenya, 2023). 
This Technical Paper aligns with scholarly discussions on the 
need for regulatory bodies to develop a refined understanding of 
Web3 technologies to mitigate associated risks (Roy, 2023; Cum-
ming et al., 2019).

As a segue into the next legislative move, the Finance Act 
of 2023 introduced a Digital Asset Tax (DAT), imposing a three 
percent tax on income derived from the transfer or exchange of 
digital assets, including cryptocurrencies (KRA, 2023; Omondi et 
al., 2023). As Kivuva observes, the implementation of the DAT 
underlines the increasing importance of virtual currencies in 
Kenya’s economy (Kivuva, 2024). However, it has ignited consid-
erable controversy and scrutiny. Critics argue that a stringent 
tax regime may potentially divert cryptocurrency trading into 
the informal economy, resulting in diminished tax revenue and 
heightened investor risks (Adeyemo, 2023), and increased costs 
for consumers, potentially hampering wider adoption (Mwencha 
et al., 2024). 

Further, the Anti-Money Laundering and Terrorism Fi-
nancing Mutual Evaluation Report 2022, issued by internation-
al regulatory bodies, highlighted Kenya's non-compliance with 
the Financial Action Task Force (FATF) Recommendation 15 
(National Treasury & Economic Planning, 2023; Esaam, 2022). 
This recommendation mandates the establishment of regulatory 
frameworks for Virtual Assets (VAs) and Virtual Asset Service 
Providers (VASPs) to combat money laundering and terrorism 
financing (National Treasury & Economic Planning, 2023). The 
report identified significant regulatory gaps, emphasizing the 
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urgent need for Kenya to implement licensing and registration 
requirements for VASPs, and establish a supervisory framework 
to address AML/CFT concerns (Esaam, 2022). VAs as defined 
by the FATF, are digitally represented values, encompassing 
cryptocurrencies like Bitcoin and other tokenized assets such as 
non-fungible tokens (NFTs) and stablecoins, that facilitate elec-
tronic transfer and trading. VASPs are entities that support the 
trading, transfer, and storage of VAs, including exchanges and 
wallet providers (FATF, 2019). 

Nevertheless, in response to the FATF Recommendation 15, Block-
chain Association of Kenya (BAK) drafted the Virtual Assets Service 
Providers (VASP) Bill, 2024 (Oraro & Co., 2024). This proposed legis-
lation aims to establish comprehensive regulatory oversight over Kenya’s 
digital asset market (Ekhator, 2024). The bill seeks to provide clear legal 
definitions and operational guidelines for VASPs, ensuring they adhere to 
stringent regulatory standards (Blockchain Association of Kenya, 2023). 
Despite expectations, the bill has yet to advance through the parliamentary 
stages. Indeed, this initiative is aligned with global best practices where 
detailed regulatory frameworks are considered important in cultivating a 
secure and innovative digital asset (Blandin et al., 2020).

As elucidated in the preceding analysis, this section demon-
strates a substantial degree of historical contextualization re-
garding Kenya’s regulatory approach to cryptocurrencies, yet 
several limitations arise from the composition of the informa-
tion. Firstly, the predominant focus is on the cautious, risk-
averse approach taken by the CBK, emphasizing the negative 
aspects of cryptocurrencies, such as their potential for criminal 
misuse and speculative volatility (Central Bank of Kenya, 2015). 
This is because the CBK’s initial stance solely emphasized the 
risks associated with virtual currencies without acknowledging 
their potential benefits, such as financial inclusion and cost-ef-
ficient remittances. This reflects a risk-centric bias that may in-
advertently discourage innovation and encumber economic po-
tential (Momanyi et al., 2020). Scholars such as Momanyi et al. 
(2020) argue that such a perspective risks foreclosing avenues 
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for balanced regulatory engagement, where both opportunities 
and risks are considered, potentially arising from a preference 
for centralized control and stability. This one-sided perspective 
may unintentionally reinforce the stereotype of cryptocurrencies 
or Web3, as inherently risky and unregulated, without fully con-
sidering their transformative potential.

Furthermore, the overview of the judiciary’s response in the 
case of Wiseman Talent Ventures v Capital Markets Authority 
[2019] eKLR may reflect a lack of critical perspective because of 
the High Court’s limited exposure to cryptocurrency and Web3 
cases. This limitation is further evidenced by the sparse appli-
cation of international legal tests, such as the Howey Test, and 
suggests a need for more judicial capacity-building in Web3-re-
lated adjudication. 

In this regard, while progress has been made, the regulato-
ry environment remains underdeveloped and demands further 
refinement to strike an appropriate balance between innovation 
and effective oversight.

V. WEB3 REGULATORY STRATEGIES FOR KENYA

Before examining the strategies for regulation, it is crucial 
to recognize the substantial diversity in regulatory frameworks. 
These can take many forms, including laws, rules and regula-
tions, standards, product specifications, codes (De Filippi & Has-
san, 2018), design, process and performance standards, informa-
tion disclosure mandates, taxes, and self-regulation (Coglianese, 
2012). 

Additionally, regulatory approaches can be analyzed through 
four primary components: the regulator, the regulatory target, 
the command, and the consequences (Coglianese, 2012). The 
regulator is responsible for formulating and enforcing the rules, 
while the regulatory target refers to the subject of these rules. 
The command outlines the required actions or outcomes, and the 
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consequences serve to reinforce compliance. The selection of the 
target and command plays a significant role in determining the 
flexibility and effectiveness of the regulatory framework (Cog-
lianese, 2012). Outcome-oriented commands typically provide 
businesses with greater flexibility, allowing them to choose the 
most suitable methods to achieve compliance (Coglianese, 2012). 
Accordingly, Kenya’s regulatory authorities must carefully con-
sider these components to devise regulations that are not only 
adaptable but also supportive of both innovation and economic 
development.

Effective regulation in Kenya’s Web3 industry should rely 
on several necessary but visibly absent crucial characteristics, 
each vital for ensuring the industry’s success and the stability of 
the digital landscape. Harmonization is essential, involving the 
alignment of regulations across different levels of government 
(Securities & Futures Commission of Hong Kong, 2021). This en-
sures consistency and clarity, reducing confusion and facilitating 
compliance for businesses operating nationwide. 

Comprehensiveness is also key (Securities & Futures Com-
mission of Hong Kong, 2021). Kenya’s ideal Web3 regulatory 
framework must address all relevant aspects, including licens-
ing requirements and robust safeguards to ensure the protection 
of both investors and consumers. Such a holistic approach will 
ensure that all potential risks are mitigated and that the regu-
latory environment supports sustainable growth and innovation 
in the Web3 space (Securities & Futures Commission of Hong 
Kong, 2021).

Further, a risk-based approach can potentially tailor regula-
tions to address the specific threats posed by different activities 
within Kenya’s Web3 sector. This method allows for precise over-
sight, applying stringent measures to high-risk activities while 
employing lighter regulation for lower-risk endeavours (Secu-
rities & Futures Commission of Hong Kong, 2021). Key factors 
within this risk-based approach encompass financial exposure, 
operational complexity, and potential market impact. Utilizing 
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historical data and incident analysis on past Web3 activities 
could provide valuable insights for regulators into past failures 
and emerging threats, thereby facilitating proactive risk man-
agement (Aven, 2016). 

Additionally, regulatory flexibility and proportionality are 
crucial for navigating the dynamic Web3 landscape in Kenya, 
ensuring responsiveness to evolving circumstances and propor-
tionate risk management. A standardized regulatory approach is 
insufficient given the industry’s heterogeneity and rapid evolu-
tion. Instead, regulations must be agile, capable of accommodat-
ing technological innovation and fluctuating market conditions 
(Securities & Futures Commission of Hong Kong, 2021).

The multifaceted nature of Web3 applications necessitates a 
varied regulatory approach. Kenya could consider four primary 
regulatory strategies: self-regulation, co-regulation, adapting ex-
isting legal frameworks, and establishing new regulatory frame-
works.

Self-regulation refers to a governance model where industry 
participants autonomously establish rules, guidelines, and stan-
dards to govern their interactions and conduct within the tech-
nological ecosystem (Finance Magnates Contributors, 2023). The 
potential of this model is exemplified in the Blockchain industry’s 
experience with the Enterprise Ethereum Alliance (EEA) (EEA, 
2024) and the Blockchain in Transport Alliance (BiTA) (GBBC, 
2024), which are developing industry standards and contribut-
ing to the overall maturity and credibility of the sector (Tapscott 
& Vargas, 2019). While this approach has the potential to boost 
innovation and leverage industry expertise, it is susceptible to 
regulatory capture and lacks the enforcement mechanisms of 
government oversight (Shleifer, 2005; OECD, 2014; Papenfuß & 
Schmidt, 2020).

To address these limitations, co-regulation offers a hybrid 
approach that merges elements of self-regulation with govern-
ment oversight (Australian Communications and Media Au-
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thority, 2011). This collaborative model can harness industry 
expertise while ensuring alignment with public policy objectives 
(Australian Communications and Media Authority, 2011). The 
GDPR, as analyzed by Walker (2022) and Cheng (2020), exem-
plifies co-regulation, with industry-developed codes of conduct 
subject to oversight by the Information Commissioner’s Office. 

Further, alternative regulatory approaches for Web3 in 
Kenya could be adapting existing legal frameworks, such as re-
classifying security tokens as securities under the CMA Act, or 
developing novel regulatory regimes, similar to the EU’s Mar-
kets in Crypto Assets (MiCA) regulation.

A. Self-regulation approach

Self-regulation presents a compelling solution to address 
the unique challenges and capitalize on the opportunities within 
the Web3 industry (Angotti, 2023; Ministry of ICT Blockchain 
Task Force, 2019). Self-regulation can enhance confidence and 
legitimacy within the dynamic Web3 landscape by enabling in-
dustry participants to voluntarily establish and enforce their 
own standards and guidelines (Finance Magnates Contributors, 
2023). This approach can promote transparency and account-
ability among industry participants, alleviating concerns among 
consumers and investors regarding the inherent risks associated 
with cryptocurrencies (Finance Magnates Contributors, 2023).

Moreover, self-regulation has the potential to fill regulatory 
gaps that may exist within Kenya’s governmental frameworks 
(Angotti, 2023). Given the novelty and rapid evolution of Web3, 
Kenya may lack the expertise or resources necessary to effec-
tively regulate this rapidly evolving sector (Finance Magnates 
Contributors, 2023). Self-regulatory entities can step in to de-
velop industry best practices and guidelines, laying the ground-
work for future government regulation while ensuring industry 
growth is not affected by regulatory uncertainty (Angotti, 2023). 
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Self-regulation also enables the swift resolution of emerging 
issues within the Web3 industry (Finance Magnates Contribu-
tors, 2023). For example, as the Web3 ecosystem rapidly evolves 
with the emergence of novel technologies and financial instru-
ments, self-regulatory organizations can swiftly adapt existing 
frameworks and formulate new standards. This proactive stance 
ensures expedient responses to evolving challenges, thereby pre-
serving industry growth and stability (Finance Magnates Con-
tributors, 2023).

Dostmohammad and Long (2015) observe that it is import-
ant to recognize that self-regulation does not equate to deregu-
lation but a reallocation of regulatory responsibilities to parties 
other than the government. This approach underscores the im-
portance of restoring confidence in the regulatory process and 
empowering industry stakeholders to actively participate in 
shaping the regulatory environment.

Also, Nabben (2023) posits that Web3’s dual nature as a 
technological architecture and a sociopolitical ethos of self-or-
ganization allows participants to voluntarily engage with and 
disengage from its infrastructures based on personal convictions 
and inclinations, while also enabling them to actively shape the 
governing principles of their involvement. This unique charac-
teristic of Web3 creates a compelling argument for integrating 
self-regulation within the industry. This approach is inherently 
consistent with the core tenets of Web3, which prioritizes decen-
tralization, user autonomy, and community-driven governance 
(Nabben, 2023). Allowing industry stakeholders to develop and 
uphold their own rules and standards can enhance innovation 
and adaptability, accommodating the varied needs and prefer-
ences of the Web3 community (Nabben, 2023). Nabben (2023) 
further states that self-regulation can facilitate faster responses 
to technological advancements and market changes, maintaining 
the dynamism that is central to the ethos of Web3. Furthermore, 
self-regulation can complement government regulation, offering 
a cost-effective means of enforcement (Alston, 2023). 
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The Web3 industry’s increasing adoption of self-regulatory 
frameworks is a testament to its alignment with Web3’s decen-
tralized ethos. These initiatives, aimed at establishing industry 
standards and best practices, advances collaboration, interop-
erability, and security. The EEA exemplifies this trend by fo-
cusing on the standardization of Ethereum for enterprise appli-
cations. Through the development of technical standards and 
best practices, the EEA has significantly enhanced Ethereum’s 
interoperability, security, and scalability, thereby expanding its 
utility across diverse industries (Ethereum Enterprise Alliance, 
2024; The Investopedia Team, 2024). Similarly, Hyperledger 
Foundation’s commitment to open-source DLT development and 
collaboration has contributed significantly to the creation of a 
robust infrastructure for various industries. Hyperledger has 
advanced both technological capabilities and industry coordina-
tion, through promoting cross-industry adoption of DLT through 
open-source tools and standards (Hyperledger Foundation, 2024; 
Anthony Jnr et al., 2023). Collectively, these examples, demon-
strate the crucial role of self-regulation in propelling Web3 ma-
turity and mainstream acceptance by establishing stringent 
benchmarks for security, interoperability and innovation. 

Blockchain, the core infrastructure of Web3, inherently in-
corporates self-regulatory elements, codifying compliance proce-
dures to safeguard the integrity and security of the ecosystem. 
That is, ‘the code itself acts as law to restrain activity’ (Pera-
ni, 2018). This self-regulation is evident in various Blockchain 
networks, where rules and penalties for non-compliance are en-
forced through the technology itself. For example, the Bitcoin 
network uses encoded regulatory processes through cryptograph-
ic measures and the Proof-of-Work (PoW) consensus mechanism, 
to prevent malicious actors from compromising the integrity of 
the system (Deb et al., 2024). On the other hand, Ethereum em-
ploys a slashing mechanism to penalize validators who engage 
in harmful behavior (Deb et al., 2024; Olive & Jagdev, 2024). 
Also, diverse consensus mechanisms present differing incentives 
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to participants. For instance, Bitcoin employs financial rewards, 
while systems like Delegated Proof of Stake (DPoS) and Dele-
gated Proof of Reputation offer reputational incentives (Do et 
al., 2019). Within this framework, Blockchain serves as a tool 
to achieve a crucial regulatory objective by modifying organiza-
tional behavior to promote user participation and compliance 
(McEntaggart et al., 2019). 

Further, the concept of ‘code is law’ embraced by Bitcoin 
communities underscores the critical role of immutable software 
code in enforcing system rules (De Filippi & Hassan, 2018; Nab-
ben, 2023). This decentralized approach empowers participants 
to adhere to and enforce regulations without needing centralized 
oversight. Blockchain technology then essentially ensures com-
pliance through its transparent and auditable design, enhancing 
a self-regulatory environment (Nabben, 2023).

Smart contracts further enhance the self-regulatory frame-
work within the Web3 industry. To illustrate this, smart con-
tracts can monitor adherence to regulatory requirements and 
automatically impose penalties or corrective measures for minor 
infractions (Buchwald, 2020). In cases of serious breaches, smart 
contracts can trigger predefined consequences, such as freez-
ing digital assets or initiating dispute resolution mechanisms 
(Buchwald, 2020). However, smart contracts are limited in re-
solving situations open to interpretation by the parties involved. 
Nevertheless, decentralized dispute resolution mechanisms, 
or ‘digital courts’ like Aragon Court, Kleros, and Jur, serve as 
self-regulatory enforcement mechanisms. These platforms, sup-
ported by Blockchain technology, settle disputes by crowdsourc-
ing jurors who are economically incentivized to deliver fair rul-
ings (Aouidef et al., 2021). The procedures on these platforms 
are also encoded as smart contracts, ensuring legal certainty 
(Aouidef et al., 2021).
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1.  Limitations to Self-Regulation

While self-regulation may appear to be an appealing ap-
proach to governing the Web3 industry, it faces significant 
challenges and limitations that make it ineffective as a compre-
hensive regulatory strategy. The decentralized nature of Web3, 
particularly within the cryptocurrency sector, presents unique 
risks that self-regulation cannot adequately address (Finance 
Magnates Contributors, 2023). Cryptocurrencies, which operate 
without backing from governments or financial institutions, lack 
the traditional safeguards provided by regulatory oversight (Fi-
nance Magnates Contributors, 2023).

One major concern with self-regulation in the cryptocurren-
cy industry is the prevalence of fraud and scams such as the On-
eCoin scam, which, although falsely marketed as a cryptocurren-
cy, was a Ponzi scheme (Finance Magnates Contributors, 2023). 
Its promoters falsely equated it to Bitcoin, despite lacking any 
legitimate Blockchain infrastructure. Prior to the arrest of its ex-
ecutives, the scheme amassed over four billion US Dollars from 
a global investor base through a fraudulent pyramid structure 
that victimized millions of people (Baruch, 2024). 

The irreversible nature of cryptocurrency transactions also 
makes them attractive targets for malicious actors seeking to 
exploit system vulnerabilities, leading to substantial financial 
losses and harming the industry’s reputation (Finance Mag-
nates Contributors, 2023). Additionally, self-regulation often 
falls short of ensuring consumer protection. Without regulatory 
requirements, cryptocurrency companies leave users vulnera-
ble to data breaches, financial losses, and fraudulent activities. 
Moreover, self-regulation can inadvertently facilitate market 
manipulation (Bains et al., 2022). Preeminent players in the 
cryptocurrency market possess the potential to exploit their 
market dominance through price manipulation, thereby creating 
an unfavorable competitive landscape for smaller participants 
(Finance Magnates Contributors, 2023). The absence of robust 
regulatory oversight exacerbates the industry’s vulnerability to 
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price manipulation and other illicit activities, eroding market 
integrity and investor trust (Finance Magnates Contributors, 
2023). This leads us to consider a perhaps more suitable regula-
tory approach, co-regulation.

B. The Co-regulation approach

Due to the limitations of the self-regulatory approach as dis-
cussed above, Kenyan regulators might further consider adopt-
ing a co-regulation model for Web3. Co-regulation is a hybrid 
approach that combines industry regulation with government 
oversight (Australian Communications and Media Authority, 
2011). In co-regulation, both the industry and the government 
work together to create, manage, and enforce regulatory solu-
tions. This collaboration often involves developing regulatory 
frameworks like codes of practice. Although the industry may 
oversee the administration of these frameworks, the government 
supports them with legislative backing to ensure their enforce-
ment (Australian Communications and Media Authority, 2011).

Co-regulation offers a middle ground between state control 
and self-regulation by distributing responsibilities between state 
and non-state actors. These non-state actors include businesses, 
industry associations, experts, and the civil society (Australian 
Communications and Media Authority, 2011). Co-regulation in-
volves collaboration in the creation, adoption, application, en-
forcement, and evolution of policies and regulations, ensuring 
that no single institution controls the entire regulatory process. 
Instead, it is a continuous, experimental, and adaptive process 
characterized by constant feedback and dialogue between the in-
volved parties (Australian Communications and Media Author-
ity, 2011).

Switzerland, particularly the canton of Zug, has emerged as 
a global hub for Blockchain innovation through the co-regula-
tory model (Crypto Valley, 2024). Switzerland’s regulatory au-
thority, active in the global Blockchain sector since 2015, has 



Navigating the Web3 Revolution

JIPIT Vol. 4:1 (2024) | 131

collaborated closely with Blockchain companies to create a legal 
framework that balances innovation with essential oversight, in-
cluding AML and Know-Your-Customer (KYC) compliance (Ed-
itorial Office CVJ.Ch, 2023; Mersetzky, 2023). As a result, Zug 
has attracted significant investment and talent, setting a global 
standard for other jurisdictions like Kenya (Editorial Office CVJ.
Ch, 2023). 

Malta is another example that has distinguished itself as a 
leading jurisdiction in Blockchain regulation, by implementing 
a co-regulatory approach that integrates government oversight 
with industry collaboration. As the first nation to establish a 
comprehensive legal framework for Blockchain, cryptocurrency, 
and DLT in 2018, Malta recognized the importance of regulatory 
clarity to encourage innovation (Abraham, 2019; Albers, 2023). 
According to Samuel Abraham (2019), the Malta Digital Inno-
vation Authority (MDIA) serves as a cornerstone of this co-reg-
ulatory model, facilitating industry-government cooperation and 
ensuring rigorous standards for DLT platforms (Abraham, 2019). 
This symbiotic relationship has cultivated a flourishing Block-
chain ecosystem, exemplified by Malta’s status as a ‘Blockchain 
Island’ and its attraction to leading industry players. Malta’s 
regulatory framework provides a potential blueprint for Kenya 
in balancing innovation with regulatory oversight (Albers, 2023).

1.  Benefits of Co-regulation

The advantages of co-regulation are particularly relevant 
to Kenya’s digital economy. Firstly, co-regulation could address 
the problem of information asymmetry between governmental 
and non-governmental actors. This is because the state, in it-
self, often lacks the data necessary to establish and maintain a 
regulatory climate that supports innovation while safeguarding 
the public interest (Aprilianti & Dina, 2021). Secondly, co-reg-
ulation can facilitate the flexible adaptation to legislative solu-
tions in Kenya’s rapidly changing digital economy. Technological 
advancements can happen instantly, necessitating immediate 
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changes to business models. Regulators must adapt quickly to 
sustain and facilitate innovation (Aprilianti & Dina, 2021). Last-
ly, Aprilianti & Dina (2021) suggest that co-regulation optimizes 
regulatory enforcement by distributing responsibilities between 
government and industry. The government establishes overarch-
ing principles while businesses develop specific codes of conduct, 
thereby enhancing regulatory efficacy.

Furthermore, co-regulation offers additional benefits. They 
include enhanced flexibility, potential cost reductions in compli-
ance and administration, effective utilization of industry exper-
tise to address sector-specific and consumer concerns, and ex-
pedited, low-cost complaint and dispute resolution mechanisms 
(Australian Communications and Media Authority, 2011).

2.  Tools to Support Co-Regulation

Evidently, regulating Web3 through co-regulation presents 
a promising framework for Kenyan regulators to navigate its 
complexities. This collaborative approach utilizes various tools, 
such as public-private dialogue (PPD), to ensure that innovation 
is nurtured while maintaining solid protections for users. These 
tools enable a dynamic and adaptive regulatory landscape that is 
crucial for the effective governance of Web3 technologies. As will 
be discussed below, these mechanisms are vital in navigating the 
challenges and opportunities presented by Web3.

i) Public-Private Dialogue (PPD)

Aprilianti and Dina (2021) advocate public-private dialogue 
(PPD) as an essential tool for co-regulation, as it promotes ef-
fective engagement and dialogue between the government and 
private sector.

For Kenya, PPD mechanisms could offer structured and 
inclusive consultations, allowing both the government and pri-
vate sector to actively participate in decision-making processes 
(Aprilianti & Dina, 2021; Herzberg & Wright, 2006). The benefits 
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of PPD include expediting and supporting reforms, which have 
the potential to improve Kenya’s investment and development 
environment. It enhances policy design through a comprehen-
sive problem diagnosis, leading to more effective implementation 
of policy reforms (Aprilianti & Dina, 2021; Herzberg & Wright, 
2006). PPD can empower Web3 entrepreneurs to support regula-
tory reform by providing transparency and insight into govern-
mental intent. This collaborative approach has the potential to 
promote good governance, mutual understanding and account-
ability, setting a standard of openness and cost-benefit analysis 
that can permeate both public and private sectors (Herzberg & 
Wright, 2006). Moreover, it serves as a platform for the govern-
ment to gather feedback and encourage participation from Web3 
industry stakeholders, thereby improving policymaking and en-
forcement (Aprilianti & Dina, 2021). 

However, as Herzberg and Wright (2006) observe, PPD is 
not without its challenges. If poorly implemented, it risks ex-
acerbating existing power imbalances, potentially favoring the 
larger well-established firms over small and medium small and 
medium-sized enterprises (SMEs) and marginalizing regional 
voices. A lack of transparency or inclusivity may engender what 
Herzberg and Wright (2006) term ‘rent-seeking behavior’, under-
mining the legitimacy of the process. Moreover, unstructured or 
unfocused dialogue can devolve into just mere talk or discussions 
without actionable outcomes, leading to disillusionment and re-
sistance to reform. In addition, inadequate coordination with ex-
isting regulatory bodies may lead to duplication, creating confu-
sion and inefficiency for PPD participants (Herzberg & Wright, 
2006).

For Kenya, the success of PPD as a regulatory mechanism 
will depend on a careful balance of inclusivity, transparency, and 
coordination to maximize its benefits and minimize potential 
drawbacks.
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ii). The Regulatory Sandbox

Another co-regulatory tool is the regulatory sandbox. This 
is not a new concept as the CMA operates a regulatory sandbox 
program designed to provide a controlled environment for testing 
innovative financial products, services, and business models 
(CMA, 2024; Obura, 2024; Durham, 2023; Eggers et al., 2023). By 
characterization, regulatory sandboxes are tools that can serve 
as vital catalysts in encouraging innovation within Kenya’s Web3 
regulatory frameworks, providing a controlled yet active platform 
where innovation and compliance converge (Durham, 2023), a 
perspective also observed by the CMA’s CEO Wyckliffe Shamiah 
(Obura, 2024). This symbiotic relationship between innovators 
and regulators not only mitigates risks for businesses but also 
empowers regulators with firsthand insights into emerging 
technologies, enabling them to craft more pragmatic and effective 
rules (Durham, 2023).

Participating in regulatory sandboxes could offer numerous 
advantages for Web3-based businesses. It enables real-world 
testing, allowing the businesses to anticipate and tackle chal-
lenges that may arise once their innovations hit the market. This 
experience enhances understanding of product viability and ar-
eas for improvement (ByteBao, 2023). Sandboxes provide con-
structive feedback from regulatory bodies (Durham, 2023), aid-
ing businesses in aligning with industry standards and ensuring 
compliance. Furthermore, sandboxes have the potential to sim-
plify the compliance journey by gradually introducing business-
es to regulatory expectations, minimizing friction and ensuring 
smooth operations (ByteBao, 2023). 

Mauritius is an exemplar of a pioneering jurisdiction using 
regulatory sandboxes to foster Blockchain innovation. According 
to the Ministry of ICT Blockchain Report, its Regulatory Sand-
box License (RSL) framework enables experimentation with-
in a controlled regulatory environment, making it a conducive 
ecosystem for Blockchain ventures (Ministry of ICT Blockchain 
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Task Force, 2019; Africa Observatory on Responsible Artificial 
Intelligence, 2023).

In Kenya, the CMA has in the past experienced challenges 
in the admission of Web3-based businesses, particularly those in-
volved in cryptocurrency services, as evidenced in the CMA Mile-
stones Report of April 2021 (Bowmans, 2023). These challenges 
were mixed, including the novelty and complexity inherent in 
cryptocurrency technologies, which introduced a broad spectrum 
of risks and uncertainties not fully understood by the regulatory 
body. Compounding this was a pronounced gap in internal exper-
tise necessary to assess these emerging technologies thoroughly 
(Bowmans, 2023). Additionally, the CMA faced substantial ex-
ternal resistance, notably from banking institutions that voiced 
strong objections to cryptocurrencies, as well as concerns over the 
potential impact of volatility on the stability of the local curren-
cy (Bowmans, 2023). Despite these challenges, in May 2024, the 
CMA made significant progress in the admission of Alphabloq 
Technologies Limited, a Blockchain-enabled real estate tokeni-
zation platform, into its regulatory sandbox (Mwangi, 2024). It is 
important to note that CMA admitted a company that appears to 
be primarily concerned with Blockchain’s decentralized applica-
tions, such as the tokenization of real-world assets. Alphabloq’s 
admission by CMA, therefore, lies in the broader implications of 
Web3 beyond cryptocurrency.

iii).  Decentralized Autonomous Organizations (DAOs)

Another novel and promising co-regulatory tool that Ken-
yan regulators can implement, is a decentralized organizational 
structure, like a DAO. Regulators can proactively utilize them 
to optimize regulatory processes within the Web3 ecosystem. 
Facilitating collaborative strategies between state and non-
state actors, DAOs have the potential to enhance information 
sharing, streamline enforcement procedures, and support the 
adaptive evolution of regulation (US Government Accountabili-
ty Office, 2016). This approach would also contribute to the de-
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velopment of more effective and transparent regulatory frame-
works.  

The Kenyan regulatory landscape for Web3 is characterized 
by fragmentation, with regulatory authority dispersed across 
multiple agencies. This dispersal has engendered regulatory 
overlap, impeding effective oversight and precipitated ineffi-
ciencies in regulatory processes. Moreover, the lack of a unified 
approach results in inconsistent supervision of analogous Web3 
industry participants and disparate levels of consumer protec-
tion (US Government Accountability Office, 2016). For example, 
the CBK has maintained its cautious stance. Unlike the CBK’s 
restrictive stance, the CMA has demonstrated a slightly pro-
gressive approach, combining regulatory oversight through the 
CMA (Amendment) Bill, 2023, with support for innovation via 
its regulatory sandbox for Blockchain-based projects. The Kenya 
Revenue Authority’s (KRA) primary focus is on taxation, while 
the ODPC emphasizes data privacy and protection, particular-
ly concerning Blockchain platforms’ handling of personal data 
(Ogonjo & Kitili, 2023; Njanja, 2023). These disparate regulatory 
approaches, coupled with inconsistent broader government pol-
icy on Blockchain and cryptocurrencies, create a complex regu-
latory landscape (Walubengo, 2024). Therefore, while this may 
be a futuristic and complex concept, DAOs present Kenyan reg-
ulators with an invaluable opportunity to engage directly with 
a real-world Web3 application, thereby advancing their under-
standing of this transformative technology. 

DAOs can also advance a two-tiered co-regulation model 
that enhances regulatory collaboration and consistency (Clar-
endon, 2022). This dual approach has the potential to not only 
enhance Kenya’s Web3 regulatory framework but also establish 
a foundation for adaptive and informed policymaking in the dy-
namic Web3 landscape. And if this approach is effectively imple-
mented, it can establish Kenya as a pioneer in the implementa-
tion of  cutting-edge Web3 technology in the regulation of Web3 
itself. The first tier promotes inter-agency cooperation, for in-
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stance, between CBK, CMA or KRA, ensuring that they operate 
with cohesion and integrity, guided by the intrinsic qualities of 
Web3 technologies-transparency, collaboration, and immutabil-
ity (Clarendon, 2022; Khosravani, 2024). This approach discour-
ages fragmented or siloed regulation and aligns regulatory prac-
tices with the decentralized and open nature of Web3. This tier 
could also offer an auditability and review framework, enabling 
periodic evaluations of regulatory measures between the regula-
tors to identify and address inconsistencies or areas of confusion 
within their regulatory frameworks (World Economic Forum, 
2020). Additionally, it can offer a platform for clear and consis-
tent communication, where Kenya’s various regulatory entities 
can articulate objectives, requirements, and implications of reg-
ulations through regular updates and transparent guidance (Na-
tional Audit Office, 2021). Regulatory bodies may share insights 
amongst themselves on emerging challenges, potential pitfalls, 
and successful strategies, maintaining a current understanding 
of the Web3 landscape. This would enable policies to evolve cohe-
sively in support of innovation while effectively managing risks 
(Mini et al., 2021).

The second tier would involve structured engagement be-
tween regulators and Web3 industry stakeholders, enabling a dy-
namic exchange of knowledge and perspectives. This second tier 
has the potential to provide a decentralized infrastructure that 
enables transparent and accessible regulatory processes for all 
stakeholders, including users, developers, and businesses (Mini 
et al., 2021). Consensus mechanisms are the processes used in 
the Blockchain to reach agreement for every participant (Yu Wu 
et al., 2022; Sultan et al., 2018), and they can ensure that regu-
latory decisions reflect diverse perspectives and interests. Addi-
tionally, the DAO can serve as a mechanism for holding regula-
tors accountable for their actions, thereby preventing abuse of 
power and ensuring regulatory compliance (Mini et al., 2021).

While the proposed approach holds promise in theory, its 
practical implementation is fraught with substantial challeng-
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es. The technical complexity of DAOs presents significant hur-
dles, both in terms of understanding and application, which may 
overwhelm existing regulatory capacities. For instance, regula-
tory challenges within the Web3 space are inherently complex, 
and the intricate decision-making processes required to address 
them cannot be fully encapsulated within the confines of smart 
contracts, which power DAOs (Mueller, 2022; Ballandies et al., 
2024). Another significant limitation of the DAO co-regulation 
model is the considerable expenditure of resources required to 
maintain effective collaboration between industry stakehold-
ers and regulatory authorities. This partnership can often be 
resource-intensive, as it demands sustained engagement, coor-
dination, and monitoring from both sides (Balleisen & Eisner, 
2009). Also, the expected results of such a co-regulatory frame-
work will not always immediate. 

Furthermore, there is a notable absence of a clear regulatory 
framework within the Kenyan legal system to guide the forma-
tion and governance of DAOs, further complicating the prospect 
of their integration into the regulatory landscape. Another po-
tential limitation is the lack of consistent long-term support from 
industry stakeholders, whose interests may diverge or wane over 
time. Moreover, the Web3 space in Kenya is characterized by a 
division of ideologies and perspectives on regulation. Techno-lib-
ertarians advocate for minimal or no regulation (Bodo and Gi-
annopoulou, 2019; Ragnedda and Destefanis, 2019), while others 
within the sector argue for the necessity of regulatory oversight 
to ensure industry stability and legitimacy. This ideological 
divide could hamper the formation of a unified framework for 
DAOs, potentially stalling any efforts to establish such a co-reg-
ulatory model in the Kenyan context.

iv).  Standards

Standards serve as foundational elements within business 
operations, facilitating collaboration through interoperability, 
promoting safety and stimulating innovation (Weigmann et al., 
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2017). They also contribute by mitigating information asymme-
try among organizations, businesses, and consumers (Brown 
et al., 2022), and ‘increasing trust’ (Castka, 2020), thereby un-
derpinning sectors within Web3 and beyond (Weigmann et al., 
2017). Wiegmann, de Vries, and Blind (2017) outline three pri-
mary modes of standardization: committee-based, market-based, 
and government-based. While all three modes involve diverse 
stakeholders and strategic roles, committee-based and govern-
ment-based standards are particularly relevant to this context. 
Committee-based standards emerge from collaborative efforts of 
industry groups or consortia such as the EEA, resulting in con-
sensus-driven guidelines, for example, ISO standards. Govern-
ment-based standards, on the other hand, are imposed through 
hierarchical power, often driven by political or societal objectives. 
Governments can either mandate the use of existing standards 
or develop their own (Weigmann et al., 2017).

In Kenya’s evolving Web3 landscape, the implementation of 
standards could provide a competitive advantage by strengthen-
ing the country’s digital sovereignty, a concept previously dis-
cussed (Brown et al., 2022). Moreover, industry standards can 
enable secure, reliable, and interoperable systems, which are 
essential for achieving global market acceptance and ensuring 
cross-border compatibility (Pfeifer, 2009). 

A hybrid approach, blending committee-based and govern-
ment-based standardization, is arguably the optimal model for 
navigating Kenya’s dynamic Web3 landscape. An example of this 
particular approach is the TCP/IP, a widely used Internet proto-
col suite (IBM, 2024). This dual mode capitalizes on the techni-
cal expertise and consensus-driven processes of committee-based 
standardization, while governmental oversight ensures align-
ment with national priorities, such as economic development and 
security.

The hybrid model’s merit lies in balancing regulatory au-
thority and industry innovation. Regulators like CMA and CBK, 
can provide oversight, especially for Web3 sectors with systemic 



Victoria W. Kariithi

140 | JIPIT Vol. 4:1 (2024)

implications, for instance financial services. However, the com-
mittee-based aspect invites key stakeholders—including tech 
firms, legal experts, and consumer protection advocates—to 
shape practical and adaptable standards, ensuring that emerg-
ing technologies remain responsive to industry needs and global 
trends (Weigmann et al., 2017).

Additionally, employing standards as a co-regulatory tool of-
fers significant advantages for Kenya. First, standards enhance 
consumer protection and trust by setting minimum quality and 
security benchmarks, addressing the informational asymmetries 
often seen in Web3 (Weigmann et al., 2017; Brown et al., 2022). 
They also support innovation diffusion by enabling diverse firms 
to operate on interoperable systems, reducing entry barriers and 
encouraging local and international partnerships (Weigmann et 
al., 2017; Laraia, 2022). Standards facilitate regulatory agility 
rather than relying on rigid legislation. Standards allow for in-
cremental adjustments as Web3 evolves, keeping pace with inno-
vation while mitigating risks (Laraia, 2022). Standards are cru-
cial for accelerating the adoption of Web3 technologies in Kenya, 
offering a pathway to streamlined and interoperable Web3 sys-
tems. The EEA underscores the value of standards, highlighting 
how they drove mass adoption of the Internet by establishing 
common protocols and technical frameworks that promoted ac-
cessibility and innovation (EEA, 2024). Similarly, in Kenya’s 
Web3 landscape, standards can unify fragmented approaches, 
enabling smoother integration of decentralized ledgers, DeFi, 
and other Web3 innovations into the digital economy (Laraia, 
2022; Brown et al., 2022).

A committee-driven, government-supported standardiza-
tion approach presents an effective co-regulatory tool for Ken-
ya to adopt in regulating the Web3 space. This model aligns 
with Web3’s collaborative ethos while establishing a regulatory 
foundation suited to Kenya’s unique landscape. This model also 
encourages multi-stakeholder participation, allowing industry 
experts, policymakers, and Web3 developers to contribute to 
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standards that uphold the decentralized and transparent nature 
of Web3 while ensuring regulatory compliance (Weigmann et al., 
2017; Schuurman, 1997).

While this proposed regulatory model offers an innovative 
and promising approach to regulating the Web3 space in Kenya, 
it is important to acknowledge that this analysis or its practical 
implementation is largely theoretical due to the early stage of 
Web3 development within the country. The approach assumes 
an operational maturity and stakeholder engagement that is not 
yet fully realized in the country. As such, this model’s feasibility 
is contingent upon Kenya’s capacity to create a collaborative eco-
system among state and non-state actors (ITU, 2016), a complex 
undertaking in the absence of significant Web3 infrastructure or 
an established regulatory framework.

Kenya’s regulatory authorities, such as the CMA, CBK, 
and ODPC, are well-positioned to play a central role in shap-
ing the Web3 landscape. These agencies could develop, monitor, 
and enforce Web3 standards, contribute to the creation of new 
Web3-specific laws, or provide guidance on how existing regula-
tions can be adapted to accommodate Web3 technologies. Given 
their existing mandates, which overlap with key aspects of Web3, 
such as financial services, data protection, and market integri-
ty, these agencies have a strong foundation for a co-regulatory 
approach. However, to ensure effective regulation of Web3 tech-
nologies, these agencies must transcend their traditional man-
dates and collaborate closely (World Economic Forum, 2020). 
This is crucial to prevent regulatory duplicity or fragmentation, 
a challenge that has plagued other sectors, such as banking and 
financial services, as noted by Ndalo (2017). Alternatively, a spe-
cialized task force or interagency committee could be formed to 
coordinate their efforts in addressing overlapping jurisdictional 
issues in this space.

Furthermore, the co-regulatory framework would rely heav-
ily on the active participation and goodwill of non-state actors, 
including industry associations, tech firms, and civil society or-
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ganizations. For example, organizations such as the Blockchain 
Association of Kenya (BAK) and Virtual Assets Chamber of Com-
merce, could provide sector-specific insights, while tech firms 
developing Web3 solutions could assist in drafting and test-
ing regulatory standards. Engaging civil society and consumer 
protection groups like Consumers Federation of Kenya (Cofek) 
would add depth to the regulatory process by focusing on user 
protection and public interest concerns (Ndalo, 2017), thus en-
couraging trust and transparency. Likewise, as discussed above, 
PPD and regulatory sandboxes could serve as valuable tools, but 
their successful implementation hinges on continuous support 
from both government and industry stakeholders (Aprilianti & 
Dina, 2021; Durham, 2023). Given Kenya’s current level of Web3 
development, achieving a balanced co-regulatory environment 
would thus require considerable capacity-building and align-
ment of interests, with a genuine commitment to promoting both 
innovation and regulatory compliance (Armstrong, et al., 2020). 
With the right tools, infrastructure, and collaborative will, this 
notional framework could eventually transition into a practical 
model for Kenya’s Web3 ecosystem.

C. Adapting existing regulatory frameworks  
or developing new regulations?

1.  Adapting existing regulatory frameworks

The regulatory framework for Web3 technologies in Kenya 
can be adeptly integrated with existing legislation to promote 
both innovation and compliance. Some of the key statutes and 
their relevant applications are outlined below.

The Central Bank of Kenya Act (Chapter 491 of the Laws of 
Kenya) establishes the regulatory framework for financial insti-
tutions and can be extended to include cryptocurrency exchanges 
and digital financial services (Central Bank of Kenya). The CBK 
has issued cautionary statements or guidelines on digital curren-
cies, reflecting its role in regulating the digital financial sector. 
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For instance, cryptocurrency exchanges like Binance and digital 
payment gateways such as Kotani Pay could fall under this Act, 
ensuring their operations are monitored for financial stability 
and compliance (Freeman Law, 2023).

The National Payment System Act (NPSA), 2011 empow-
ers the CBK to oversee payment systems and service providers, 
including mobile operators. This Act is applicable to digital pay-
ment platforms within the Web3 ecosystem, such as those fa-
cilitating cryptocurrency transactions and token transfers. For 
example, platforms like PayPal’s cryptocurrency service could be 
regulated under the NPSA to ensure secure and compliant oper-
ations (Freeman Law, 2023; PayPal, 2024).

The Capital Markets Act (Chapter 491 of the Laws of Ken-
ya) regulates securities and investment markets and could be 
adapted to include security tokens and Initial Coin Offerings 
(ICOs). By applying this Act, Kenya can ensure compliance with 
securities regulations and protect investors in Web3 activities. 
For instance, ICOs and Exchange-Traded Products (ETPs) based 
on Blockchain technology can be governed under this framework 
(Andersen, 2024), promoting transparency and investor protec-
tion.

The Companies Act, 2015 governs the formation and opera-
tion of companies. This Act can be applied to decentralized orga-
nizational structures such as DAOs. This approach can enhance 
corporate governance and accountability within the Web3 eco-
system (Rikken et al., 2023). 

The Data Protection Act, 2019 regulates the collection, pro-
cessing, and storage of personal data (ODPC, 2024). It is cru-
cial for Web3 applications handling personal information, such 
as decentralized applications (dApps) that process user data on 
Blockchain networks. Compliance with this Act ensures that 
user privacy is protected, and data is managed responsibly (Mi-
losevic & Savic, 2023).
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The Anti-Money Laundering and Combating of Terrorism 
Financing Laws (Amendment) Act, 2023 aims to prevent money 
laundering and terrorist financing. It is particularly relevant for 
Web3 technologies, including cryptocurrencies, to ensure that 
they are not misused for illicit activities. The Act can be applied 
to platforms dealing with digital currencies to prevent financial 
crimes (Chainalysis Team, 2023).

The Consumer Protection Act, 2012 guarantees consumer 
rights and can be extended to digital goods and services within 
the Web3 ecosystem. It can ensure fair treatment and provide 
mechanisms for redress in cases of disputes related to Web3 
products and services (Oraro & Barasa, 2018; The Competition 
Authority of Kenya, 2017).

Intellectual Property Laws, particularly The Copyright Act, 
2001, can safeguard intellectual property related to Blockchain 
innovations such as NFTs. These laws can ensure that creators 
and developers in the Web3 space have their rights protected 
(Lobanov, 2022). Additionally, the Law of Contract (Chapter 23 
of the Laws of Kenya) can provide a foundation for governing 
agreements in the Web3 space, particularly smart contracts 
(Stuart et al., 2018).

2.  Establishing new regulations

An alternative strategy for Kenya would involve the creation 
of novel and encompassing regulatory frameworks to accommo-
date the rapidly evolving Web3 ecosystem. Drawing inspiration 
from international precedents such as the U.S. Lummis-Gilli-
brand Responsible Financial Innovation Act (Gillibrand, 2023) 
and Payment Stablecoin Act (Gillibrand, 2024), and the EU’s 
Markets in Crypto-Assets (MiCA) Regulation, Kenya could es-
tablish a regulatory environment that effectively balances con-
sumer protection with the promotion of innovation. As Senator 
Lummis aptly noted, the crypto asset landscape is characterized 
by constant flux, necessitating adaptive legislation to maintain 
equilibrium between these critical objectives (Gillibrand, 2023).
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Kenya has also made a concerted effort to regulate a seg-
ment of the Web3 space through the introduction of the Kenya 
Virtual Asset Service Providers (VASP) Bill 2024. The Bill in-
cludes several key provisions aimed at regulating the country’s 
emerging digital asset market (Oraro & Co., 2024; BitKe, 2024). 
One of its central features is the establishment of a licensing 
regime for virtual asset products and service providers, along-
side mechanisms for the registration of promoters involved in 
ICOs and NFTs. The bill seeks to ensure consumer protection 
through comprehensive regulatory oversight, which is expected 
to help attract foreign direct investment by offering a stable and 
secure environment for virtual asset transactions (BitKe, 2024). 
In addition to the licensing requirements, the bill addresses com-
pliance aspects, detailing procedures for evaluating and enforc-
ing administrative sanctions in cases of non-compliance (Ora-
ro & Co., 2024; BitKe, 2024). Despite receiving feedback from 
stakeholders, the bill has not yet progressed, possibly due to the 
sector’s inherent complexity and the cautious, ‘wait-and-see’ ap-
proach adopted by regulators as they seek to balance innovation 
with regulatory clarity in an evolving space.

3.  A hybrid approach?

Given the intricate and transitory nature of Web3 technol-
ogies, this paper also advocates for the adoption of a hybrid ap-
proach by Kenyan regulators in the formulation of a regulatory 
framework. This approach should balance the adaptation of ex-
isting regulatory frameworks with the development of entirely 
new laws where necessary. Such a strategy will ensure that the 
legal landscape remains both responsive to the fast-paced in-
novation inherent in the Web3 space and aligned with Kenya’s 
broader regulatory and economic objectives.

First, entirely new laws should be introduced where exist-
ing regulatory frameworks are inadequate or silent on specific 
technologies inherent to Web3. This is particularly relevant in 
areas where the application of current legislation may not fully 
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address the subtleties of DeFi, NFTs, or DAOs. In such a case, 
regulators and industry stakeholders could consider reinvigorat-
ing discussions surrounding the VASP Bill. These laws would 
be specifically tailored to the Web3 ecosystem, addressing the 
unique challenges and opportunities presented by these emerg-
ing technologies. At the same time, it would be shortsighted to 
disregard the existing body of legislation that could be adapted 
to regulate parts of the Web3 space. Notably, Kenya has several 
statutes that can be extended or amended to encompass Web3 
activities without the need for entirely new legislation.

In adopting a hybrid approach, it is crucial that regulators 
avoid creating a regulatory burden that stifles innovation. In-
stead, the amendments and adaptations of existing laws should 
focus on enhancing their versatility, and ensuring they are 
streamlined enough to accommodate the convergence of Web3 
technologies with other emerging fields such as artificial intel-
ligence (AI) or spatial computing (WEF, 2023). This will require 
a flexible regulatory framework capable of evolving in parallel 
with technological advancements, while safeguarding critical in-
terests such as consumer protection, financial stability, and data 
security.

The key to success in this approach lies in maintaining a 
careful balance. Regulators must be proactive in addressing gaps 
in the current regulatory regime, introducing new laws where 
existing frameworks are insufficient. However, they must also 
ensure that the integration of Web3 technologies into the exist-
ing legal system does not lead to regulatory fragmentation or 
unnecessary complexity. Harmonizing and modernizing existing 
legal frameworks, can allow Kenya to establish an adaptive reg-
ulatory environment that supports innovation while ensuring 
that emerging technologies, such as Web3, can evolve within a 
secure and well-regulated context. . 
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V. CONCLUSION

The rapid evolution of Web3 technologies, comprising cryp-
to-assets, smart contracts, DeFi, NFTs, and DAOs, presents a 
complex interplay of opportunities and regulatory challenges. 
Kenya’s strategic integration of advanced digital frameworks 
into its economic and social fabric necessitates a delicate regula-
tory approach that simultaneously encourages innovation, and 
safeguards consumers and market integrity. 

However, the conclusions presented in this paper inevita-
bly raise a number of further, more specific questions, which il-
lustrate the complexity of regulating Web3. The questions that 
emerge are, how should Kenya approach the regulation of Web3? 
Should regulatory efforts be complemented by exogenous factors, 
such as the development of standards or the adaptation of existing 
frameworks, or should they align with the endogenous, self-regu-
latory characteristics of Web3, qualities inherent in technologies 
like Blockchain, such as consensus mechanisms? To what extent 
can collaboration between state and non-state actors contribute 
to the establishment of a stable regulatory framework, and how 
can we ensure that all stakeholders possess the requisite good-
will and commitment to engage meaningfully in co-regulation? 
Should regulatory efforts be comprehensive, addressing the en-
tirety of Web3, or should they focus exclusively on its financial 
components, such as DeFi, NFTs, and cryptocurrencies? 

The answers to these questions will undoubtedly contrast, 
necessitating thoughtful examination by scholars, regulators, 
and Web3 industry stakeholders. Rather than prescribing a 
definitive blueprint for regulating Web3 in Kenya, this pa-
per recommends an investigative framework, a foundation of 
broad principles and essential questions, to support regulators 
and industry actors in rigorously evaluating various regulato-
ry strategies. Among these strategies is the co-regulation model 
canvassed above, which could encourage collaboration in devel-
oping standards, and a hybrid approach that reconciles existing 
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laws with new regulatory measures tailored to Web3’s unique 
demands. In essence, this paper advocates for a more systemat-
ic and integrated approach, encouraging stakeholders to weave 
these efforts into a cohesive, cooperative regulatory architecture. 

Ultimately, the regulatory approach Kenya adopts must 
strike a balance, encouraging innovation while managing the 
risks inherent in Web3 technologies. As fittingly articulated 
by the Blockchain Task Force, ‘Regulation is inevitable; there-
fore, regulate but not prohibit’ (Ministry of ICT Blockchain Task 
Force, 2019). Through these efforts, Kenya can emerge as a glob-
al leader in digital governance, providing a model for other na-
tions grappling with the complexities of Web3 regulation.
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