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ABSTRACT

This paper examines the data protection challenges faced by
refugees in Sudan with significant focus on how these challenges
disproportionately affect the female refugees. Sudan hosts a
significant refugee population,; however, it lacks a comprehensive
data protection legislation. By focusing on the intersection of
gender, refugee status, and digital vulnerability, this paper
discusses how the personal data of refugees can be protected. The
author highlights identity theft, discrimination, marginalization,
privacy breaches, and data exploitation as challenges that
arise from the activities of humanitarian organizations within
and without refugee camps. As recommendations, the author
advocates for effective Data Protection Impact Assessment (DPIA)
to be integrated into the activities of humanitarian organizations,
enactment and enforcement of a data protection law, and the
establishment of a national data protection authority in Sudan.
These measures aim to protect the digital rights of refugees and
mitigate their exposure to data related risks.
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Privacy in Displacement

[. INTRODUCTION

Sudan has long served as a host country for refugees flee-
ing conflict in neighboring regions. Presently, it hosts an esti-
mated eight hundred thousand refugees from South Sudan and
three hundred and thirty thousand refugees from Syria, Yemen,
Central African Republic (CAR), Chad, Eritrea and Ethiopia
(WHO, 2024). Women and girls constitute fifty-three percent of
this population (ILO, 2024). Notwithstanding that Sudan has a
long-standing tradition of providing refuge, it lacks legal frame-
works necessary to address the specific vulnerabilities faced by
refugees, especially refugee women—particularly in data protec-
tion.

Refugees in Sudan face a multitude of legal, linguistic, and
social challenges that exacerbate their marginalization, particu-
larly in the context of data protection and privacy (Gehlen et al.,
2020). Legal obstacles such as difficulties in obtaining documen-
tation, accessing legal counsel, and understanding their rights
in the host country, create significant barriers to securing their
personal data (Gehlen et al., 2020). Without proper documenta-
tion, refugees may struggle to prove their identity, making them
more vulnerable to identity theft and exploitation (Schoemaker
et al., 2021). Additionally, their limited access to legal resourc-
es further hinders their ability to seek redress in cases of data
breaches or privacy violations (Reidenberg, 2002). This lack of
legal protection compounds the risks refugees face, as they often
have little recourse when their personal information is misused
(Gauci at al., 2015).

Shishehgar et al., (2017) argue that while these risks are
not exclusive to women, the distinct socio-cultural and economic
conditions faced by refugee women in Sudan amplify their vul-
nerability compared to men. This informs why this paper pays
greater focus on how the extant data governance gap in Sudan
disproportionately affects refugee women, thereby exacerbating
their vulnerability to violations of privacy, identity theft, and ex-
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ploitation (Gilman & Green, 2018). In the context of Sudan, a
nation hosting a considerable population of refugees, the absence
of comprehensive data protection legislation serves to intensify
these risks.

Refugee women constitute one of the most vulnerable and
marginalized demographics on a global scale, confronting com-
pounded difficulties due to their intersectional identities as both
refugees and women (Pittaway & Pittaway, 2004). Over fifty per-
cent of refugee populations are composed of women and girls,
who are often deprived of the protective frameworks that famil-
ial structures, national governments, and community networks
typically provide (Martin, 2004). Martin (2004) contends that
within the home environments, family structures function as a
primary source of protection, delivering care, guidance, and se-
curity. Nonetheless, during the process of displacement, families
may become fragmented, leaving women and girls devoid of this
crucial system of protection, heightening their vulnerability to
threats such as exploitation, trafficking, and gender-based vi-
olence (Tadesse et al., 2024). Similarly, national governments,
which are generally responsible for safeguarding citizens' rights
and protections through legal frameworks, become inaccessible
to refugees, who frequently lack the legal recognition or entitle-
ments in host nations for local protections to be availed (Taran,
2001). This is also the case for community networks which typi-
cally provide solidarity, cultural connections, and informal sup-
port as they are disrupted in the course of displacement (Feller,
2006). Consequently, refugees may find themselves in unfamil-
iar settings without the social bonds and community support
that otherwise might provide resources and aid in times of need.
Refugees face these vulnerabilities in both virtual and physical
realms (Pittaway & Pittaway, 2004). Failure to address these
risks within the legal framework of data protection directly un-
dermines women’s safety and security.

Refugee women, in particular, bear a disproportionate bur-
den due to their dual status as refuges and as women, leading
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to heightened risks of exploitation (Martin, 2004). Allen (2003)
emphasizes that in contexts governed by patriarchal structures,
where women's autonomy is severely limited, their personal data
is often controlled or manipulated by male relatives, partners
or state actors. Such control over their data exacerbates privacy
violations leaving them vulnerable to exploitation (Allen, 2003).
Moreover, in conflict zones or refugee camps, where women’s
movements and choices are often restricted, their digital foot-
prints can be used as a tool of control, leaving them at risk of
violence or trafficking when their data is exploited for malicious
purposes (Simko, 2022). According to UN Women (2018) wom-
en’s freedoms in Sudan have been historically restricted espe-
cially under regimes with stringent social laws.

Furthermore, research indicates that young women, includ-
ing refugees between the ages of eighteen and twenty-four face
disproportionately high levels of severe online harassment, with
twenty-six percent reporting experiences of stalking (Duggan,
2023). The absence of specific legal frameworks for refugee data
not only places these women at risk of exploitation but also ex-
poses them to greater dangers (McSherry & Kneebone, 2008). A
notable instance of this exploitation directed at refugee women
includes reports indicating that traffickers utilize Facebook to
orchestrate the sale of refugee women, including minors, for as
little as several thousand euros (Cliver, 2014). This phenomenon
was particularly pronounced in cases involving Syrian refugees,
where human traffickers exploited social media platforms, exem-
plified by a page entitled ‘Syrians up for marriage’, to advertise
refugee women to men from Gulf nations. In one documented
case, the page garnered thousands of followers within a mere
five days and was only terminated following extensive protests
from human rights advocates (Cliver, 2014).

Refugee women's dependency often forces them to rely on
male relatives or humanitarian aid for access to essential re-
sources, including technology (Liebig & Tronstad, 2018). This
dependency limits their ability to independently access and use
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digital tools and platforms, as they may lack the financial means
or decision-making power to obtain devices, secure internet con-
nections, or even maintain privacy in their online activities (UN-
HCR, 2018). This lack of autonomy can make them vulnerable to
having their digital interactions monitored or controlled by male
family members, further restricting their freedom and access
to information (Bauloz et al., 2019). Additionally, refugee wom-
en who are economically dependent are less likely to have the
resources or support systems to protect themselves from such
threats (Henshaw, 2023). For example, they may lack the finan-
cial independence to change devices, upgrade security measures,
or access legal support if they encounter online harassment.
This combination of economic dependency and exposure to gen-
der-based violence creates a digital environment where refugee
women are particularly vulnerable, as they are both restricted
in their ability to engage freely online and at higher risk of ex-
ploitation and abuse (Henshaw, 2023).

Language and cultural barriers further isolate refugees and
these factors make it difficult for refugees to effectively engage
with digital tools and services that require literacy and technical
skills. This isolation not only limits their ability to access vital
services but also increases their susceptibility to digital exploita-
tion (UNESCO, 2023). Without the ability to communicate ef-
fectively, refugees are less likely to understand privacy policies
or recognize potential threats to their data, leaving them more
exposed than their male counterparts (Pierik, 2022).

These obstacles, coupled with the prevalence of online
gender-based violence (OGBYV), leave refugee women uniquely
vulnerable to privacy violations and digital exploitation (Zotti,
2023). OGBV manifests through cyberstalking, harassment, and
non-consensual sharing of intimate images, often targeting refu-
gee women who lack support systems and legal protections.

Notwithstanding, there is no extant primary legislation
tackling this peril in Sudan. The only significant effort so far is
the Sudanese Cybercrime Law of 2007 (the Cybercrime Act)—
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however, this law is insufficient. The Cybercrime Act contains
provisions related to data privacy, but it lacks specific protec-
tions for refugees, and this leaves a significant legal gap that dis-
proportionately affects refugee women (Data Protection Africa,
2022). Section 2 of the Cybercrime Act extends the scope of the
law to offenses committed ‘wholly or in part in or outside Sudan’
(Data Protection Africa, 2022). While this provision aims to cov-
er cybercrimes affecting Sudanese systems or individuals across
borders, it fails to account for the transnational nature of data
handling specific to refugee populations (Salah et al., 2019). Sec-
tion 8 of the Cybercrime Act stipulates that an individual who
accesses an information system and intentionally destroys or de-
letes data shall face a prison sentence not exceeding six years, a
fine, or both penalties. However, the Act does not clarify whether
its provisions extend to refugees, whose data is frequently man-
aged by international organizations and host nations as they tra-
verse borders (Henshaw, 2023). This deficiency is critical given
the unique adversities faced by refugees (Kilic et al., 2019).

The absence of specific legal safeguards engenders a signifi-
cant vulnerability for refugees, who lack explicit recourse should
their data be exploited beyond Sudan’s jurisdiction. This legal
inadequacy is particularly concerning in light of the biometric
data collection practices that are frequently integral to refugee
registration procedures. For instance, the United Nations High
Commissioner for Refugees (UNHCR) operates a Biometric In-
formation Management System (BIMS) in Sudan for the purpose
of registering refugees. While BIMS has demonstrated effective-
ness in the identification of refugees, it has raised notable pri-
vacy concerns, as sensitive data may be subject to misuse if not
sufficiently protected (Larter, 2023). For refugees, these privacy
risks are amplified, as inadequate safeguard of such personal
data could lead to tracking, harassment, profiling, and discrimi-
nation (Kilic et al., 2019).

It is upon this backdrop that this paper advocates for imme-
diate legislation on the protection of refugees’ privacy rights in
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Sudan. This study employs a qualitative literature review meth-
odology, drawing on both primary sources, such as legislative
documents and reports from humanitarian organizations, and
secondary sources, including academic research on data protec-
tion, and refugee rights. This paper is structured as follows: Part
I is the introduction and provides the context and justification
for focusing on refugees in Sudan, especially refugee women, em-
phasizing the unique risks they face in the absence of compre-
hensive data protection laws. Part II discusses the imperative of
privacy rights and highlights the plight of refugees as a result of
their status. Part III provides an analysis of the data protection
risks that refugees in Sudan face as a result of a lack of a princi-
pal data protection legislation and special data protection body.
Part IV highlights some of the legislative gaps in protecting the
privacy rights of refugees in Sudan. In Part V, the paper makes
a few recommendations and concludes.

[I. THE RIGHT TO PRIVACY AND DATA PROTECTION
FOR REFUGEES

Over two-point five quintillion (million trillion) bytes of data
are collected worldwide every day (Karjian, 2024). This unprece-
dented scale of data collection amplifies the need for robust data
protection frameworks, given that a significant portion of this
data includes sensitive and personal information. While data is
a powerful and valuable resource, capable of driving innovation
and enhancing lives, its misuse can have devastating conse-
quences for both individuals and organizations (Karjian, 2024).

In the context of refugees, particularly in Sudan, the im-
portance of data protection cannot be overstated. Refugees are
among the most vulnerable populations globally, often subject
to discrimination, exploitation, and systemic marginalization
(Warso, 2013). Data protection is essential for ensuring the
dignity, safety, and security of refugees. Sensitive information
such as biometric data, health records, and personal histories is
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routinely collected during registration processes and by human-
itarian organizations. Without proper safeguards, this data can
be exploited for harmful purposes, including discrimination or
tracking by malicious actors (Warso, 2013).

Data protection is important for various reasons. It helps
uphold the fundamental right to privacy, shielding individuals
from unwarranted surveillance or misuse of their information
(Fuster, 2014). Effective safeguards prevent sensitive data from
being weaponized for trafficking, identity theft, or other exploit-
ative practices (Rodata, 2009). When refugees trust that their
data is being handled securely, they are more likely to engage
with aid organizations and participate in essential services in-
cluding education and healthcare. Proper data governance em-
powers refugees, particularly women, by giving them autonomy
over their personal information and ensuring equitable access to
digital tools and resources (Fuster, 2014).

The right to privacy entails an individual having full protec-
tion in person and in property as proposed and argued by Ruben-
feld (1989). This right is a fundamental human right that guar-
antees individuals the freedom from unwarranted intrusion into
their personal life (Griffin, 2007). It allows people to protect their
personal information, communication, family life, home, and cor-
respondence (Warso, 2013).

The right to privacy is one of the rights most widely de-
manded today (Reis et al., 2024; McCloskey, 1980). The current
demand for privacy arises from two main factors. Firstly, the
increased affluence of people in prosperous societies during the
twentieth century has made privacy more accessible and desir-
able for the majority. Second, advancements in invasive tech-
nology now pose a significant threat to this newfound privacy
(McCloskey, 1980).

The right to privacy is protected by various international and
regional human rights instruments. These instruments include:
the Universal Declaration of Human Rights (UDHR) (a. 12); the
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International Covenant on Civil and Political Rights (ICCPR) (a.
17); the African Charter on Human and Peoples' Rights (ACPR)
(a. 5); and the African Union Convention on Cyber Security and
Personal Data Protection that was adopted on 27" June 2014 is
a significant legal framework that addresses aspects related to
cybersecurity and personal data.

Privacy is a fundamental right that is essential for every
individual. Its significance is amplified for marginalized popula-
tions who are often overlooked in privacy and security matters
(Tabassum & Faklaris, 2024). Refugee women represent one of
the most vulnerable and marginalized groups in the world. They
must deal with a complex web of gender discrimination and nu-
merous human rights violations (Rathore & Yadav, 2023).

Refugees fleeing war and persecution are in a vulnerable
position because their country of origin does not afford them pro-
tections; indeed, often it is their own governments that are per-
secuting them. Once they cross the border into another country,
they have fewer rights as non-citizens in the host country, which
leaves them vulnerable to abuse. While the UNHCR and sever-
al non-governmental organizations (NGOs) have a mandate to
protect refugees, the laws related to their protection are rarely
enforced, in some regions, they are non-existent. Refugees also
cannot rely on protection from law enforcement and legal mech-
anisms in host countries that protect citizens, because many law
enforcement agencies are specifically tasked with finding, de-
taining, or deporting them (Purkey 2013). This also means that,
without equal access to mechanisms that enforce data protection
laws, refugees are particularly vulnerable to violations of their
rights.

During migration and registration, refugees leave behind
traces of their personal data, including sensitive data about their
identity, location, and personal history (Broeders, 2009). The
registration of refugees consists of a series of activities includ-
ing identification, recording of data, documentation, verification,
case processing, and data management and exchange (Schoe-
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maker et al., 2021). It is a continuous process that involves collec-
tion, storage, updating, and management of data (Bohlin, 2008).
Refugees’ data, including their identity, location, and personal
history, constitute sensitive data, and, if mishandled, can expose
them to risks such as exploitation, discrimination, and further
violence (Williams, 2020). More particularly, as migration rates
rise, the security and privacy of this data have become crucial
concerns (Georgiou et al., 2023).

Another critical issue that arises in this context is the illu-
sion of informed consent. Humanitarian organizations, responsi-
ble for delivering essential resources, often require the collection
of extensive personal data to effectively administer aid (Beigbed-
er, 2023). This data collection includes not only identity verifica-
tion but also sensitive information on health, family status, and
financial resources, which are crucial for resource distribution
(Hiedemann, 2024). Nonetheless, without comprehensive data
protection protocols, refugees may be rendered vulnerable to
exploitation, identity theft, and security threats (Hayes, 2017).
While humanitarian organizations may seek consent from refu-
gees before collecting their personal data this process is compli-
cated by the inherent power imbalance between the two parties.
Gazi (2020) argues that while consent is typically a legal basis for
data collection, it may be impractical in refugee settings, where
access to aid and services may be conditioned on the provision
of data. According to Callamard (2002), this imbalance creates
an environment where the refugees' ability to make autonomous
decisions is compromised.

Refugees often rely on aid and services provided by these
organizations, which can pressure them to comply with data re-
quests even if they are uncomfortable doing so. Likewise, the
aids and services are often urgent needs, hence, leaving little to
no time for the data subjects to comprehend the risks at stake.
Mulumba (2005) points out that the dependence on humanitari-
an aid can make the act of consenting feel coerced. When women
need food, shelter, or medical care, refusing to give their per-
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sonal information might seem impossible, especially if they fear
losing access to these critical resources. In such situations, the
refugees may not be able to provide ‘freely given’ consent due to
the power imbalance created by their vulnerable status. Simi-
larly, Gazi (2020) also argues that humanitarian organizations
often process data to protect the vital interests of refugees, such
as ensuring their safety and providing essential services like
healthcare, food, and shelter. In such cases, the consent given
may be involuntary and a facade, a product of the circumstances
the refugees find themselves (Callamard, 2002).

This issue becomes even more complex when refugees lack
access to the information necessary to make informed decisions.
Language barriers and limited education may also prevent them
from fully understanding what they are consenting to, as noted
by Pittaway & Bartolomei (2003). The plurality of language is
naturally expected in a setting comprised of a large population of
less educated people who emanate from diverse backgrounds and
have been forced to converge by life threatening circumstances.
Without clear explanations of how their data will be processed
and the potential long-term risks associated by sharing the data,
refugees may ignorantly consent to data processing that could
harm them in the future. Bohmer & Shuman (2017) further em-
phasize that in such settings, the concept of consent becomes
more elusive. In countries like Sudan, where refugees face ex-
treme vulnerabilities, they may not feel empowered to refuse or
withdraw their consent without fearing negative repercussions
(Mackenzie et al, 2007). This therefore undermines the core prin-
ciple of informed consent, which should be based on voluntary,
well-informed decision-making, free from any form of pressure or
coercion (Hugman et al., 2011).

At this juncture, an essential question arises regarding
safeguarding data privacy among refugee populations. That is,
whether the imperative of data privacy takes precedence over
fundamental and pressing livelihood needs, such as access to
food, shelter, healthcare, and employment? As Gough and Gough
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(2019) emphasize, refugees face multifaceted challenges that ex-
tend beyond digital concerns to encompass core survival require-
ments. Given the complexities of their circumstances, prioritiz-
ing data protection may initially appear secondary to pressing
needs like securing adequate housing, legal recognition, and
humanitarian assistance (Hiedemann, 2024). However, Hatha-
way (1997) argues that without adequate data safeguards, the
collection of personal information exposes refugees to heightened
risks, thus, highlighting how intertwined privacy concerns are
with immediate survival.

Indeed, data privacy and livelihood needs may be profoundly
interdependent (Hanrahan, 2015). Protecting refugees' personal
data transcends mere digital security; it directly influences their
capacity to access essential resources safely (Maitland, 2018).
Improper management of refugee data can lead to discrimina-
tion, trafficking, or financial exploitation, all of which severely
undermine efforts toward establishing stable livelihoods (Jacob-
sen, 2005). Thus, data privacy can be viewed as a crucial com-
ponent of refugee well-being, creating a safer pathway to vital
resources without the risk of privacy breaches or harmful con-
sequences (Witteborn, 2021). This interdependence shows that
data privacy and livelihood needs should not be conceptualized
as competing priorities, but rather as synergistic dimensions of
refugee protection (Jaspars & O’Callaghan, 2010), where each
reinforces the other in fostering a secure and dignified existence
for refugees.

In addressing the issue of data protection for refugees, it is
essential to consider the broader legal frameworks that govern
personal data protection. One of the most prominent frameworks
in this regard is the European Union’s General Data Protection
Regulation (‘the GDPR’), which, while does not specifically tar-
get refugee women or refugees in Sudan, provides significant
protections for all individuals, including refugees, particularly
regarding sensitive personal data. The GDPR offers heightened
protection for certain categories of personal data, such as biomet-
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ric data or information revealing racial or ethnic origin, which
is often relevant to refugees, including refugees, who may face
increased risks of exploitation or discrimination (Guggenmos et
al, 2020).

Under the GDPR, processing sensitive data is strictly regu-
lated and the legislation has specific provisions outlining when
such data can be legally processed. This regulation requires that
organizations processing such data must justify the necessity of
the data collection by relying on one of several legal bases (Jas-
serand, 2024). In the context of humanitarian action, Gazi (2020)
highlights the need for NGOs in humanitarian settings adhere to
these legal bases when handling refugee data.

The GDPR emphasizes the need for informed consent in
data processing, though obtaining ‘freely given’ consent in refu-
gee settings may often be challenging due to the coercive dynam-
ics at play. Humanitarian aid organizations must balance their
operational needs with the necessity to respect the rights of ref-
ugees, which can be particularly difficult when data is collected
as a prerequisite for receiving essential services. As Gazi (2020)
explains, humanitarian organizations should consider alterna-
tive legal bases such as vital and legitimate interests when pro-
cessing data to protect refugees’ well-being and safety, especially
in emergency situations.

In contrast, countries with weak or non-existent data pro-
tection laws, refugees are at a huge risk of their right to privacy
being compromised (Alexander, 1999). For example, refugees are
particularly vulnerable to the misuse of their personal informa-
tion in regions such as Sudan, which lacks a comprehensive data
protection framework (Suliman, 2019). Without clear legal safe-
guards, humanitarian actors, organizations and governments
may collect and share sensitive data, including biometric and
health information, without adequate oversight or protections
(Holloway et al., 2022). This not only puts refugees at risk of
identity theft, discrimination, and exploitation but also raises
significant concerns about their privacy and autonomy (Lintner,
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2024). It is therefore important for the country to formulate a na-
tional data protection law and a dedicated data protection body.

When refugees trust that their data is protected, they are
more likely to engage with institutions and participate in pro-
grams designed to assist them (Don4, 2007). Data protection en-
ables refugees to safely access financial services such as bank-
ing and microfinance (Bhagat & Roderick, 2020). Likewise, with
secure data practices, refugees can participate in digital econo-
mies, including online education, e-commerce, and remote work
(Easton & Hackl, 2023).

The empowerment of refugees is a vital component of data
protection (Martin, 2004). Martin (2004) argues that by educat-
ing refugees about their data rights and equipping them with the
means to control their personal information, these women can
make informed decisions and protect themselves in the digital
world. Therefore, within the context of this paper, it is essential
that the law, particularly data protection laws, address the pri-
vacy challenges faced by refugees in Sudan.

Ill. CHALLENGES PLAGUING
REFUGEE DATA PROTECTION IN SUDAN

Refugees in Sudan face unique and significant challenges
regarding data protection, which directly impact their safety, se-
curity, and dignity (Akram, 2013). Privacy and security concerns
are particularly significant for refugees who face unique risks
such as discrimination, exploitation and physical harm when
their personal information is exposed (Lingel et al., 2014). The
collection of data from refugees by humanitarian organizations
involves data and privacy-related risks as their data may be sub-
jected to security breaches, leaks, hacks, inadvertent disclosure
of their information, and discrimination (Vannini, 2020). The
collection and potential misuse of their data poses significant
risks, particularly for vulnerable populations like refugees, who
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face unique threats to their safety and well-being if their data
is not adequately protected (Tabassum & Faklaris, 2024). This
paper discusses some of these challenges further.

A. Humanitarian organizations related risks

Humanitarian organizations are pivotal in providing hu-
manitarian assistance for vulnerable populations and those de-
prived of their human rights (Vannini, 2020). As Vannini (2020)
rightly highlights, these organizations rely heavily on data to
carry out their missions effectively. However, this dependence
on data collection and sharing poses significant risks, especially
to sensitive populations like refugees in Sudan. Humanitarian
organizations must handle sensitive and personal data with the
utmost care to avoid risks of exploitation, trafficking and identi-
ty theft. The right to privacy especially in the context of refugees,
includes ensuring that data is not misused for malicious purpos-
es (Fuster, 2014).

The collection and sharing of data by humanitarian organi-
zations is, in most cases, integral to their operations (Prakash et
al., 2020). Humanitarian organizations share this data with their
staff or members as well as implementing partners and affiliate
organizations in the humanitarian sector (Williams, 2020). Their
reliance on data sharing practices exposes refugees in Sudan to
significant risks (A¢ikyildiz, 2024).

One of the main concerns is the collection of biometric data
in the form of facial recognition technology, fingerprints, and iris
scans (Kaurin, 2019). The UNHCR (2024) has reported the reg-
istration of over 14,500 refugees in Sudan since January 2023,
which involves gathering extensive personal information, includ-
ing their biometric data. Martin (2004) argues that while this
data is essential for providing aid and protection, its collection
and use raise significant privacy concerns. The storage and shar-
ing of such sensitive information create opportunities for data
breaches and misuse, particularly in a region like Sudan, where
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the civil war has severely compromised infrastructure, including
civil documentation systems (UNHCR, 2024).

Moreover, the registration and documentation processes for
refugees in Sudan encompasses data protection issues (Profile,
2024). Humanitarian organizations may not always have robust
data protection measures in place. According to Williams (2020),
the protection of personal data by humanitarian organizations is
often insufficient and this leaves the data vulnerable to breach-
es and misuse by malicious actors. The risks are exacerbated
when data is shared with other actors in the humanitarian space
(Williams, 2020). A real-world example of such concerns came
to light through the work of cybersecurity researcher Jeremiah
Fowler, who discovered a non-password-protected database con-
taining sensitive records such as scanned passports, ID Cards,
victim stories including refugees related to the UN Trust Fund
to End Violence against Women. This fund exposed one hundred
and fifteen thousand records, including personal information of
individuals and groups associated with the initiative. The unpro-
tected database raised significant concerns about data privacy
and the protection of vulnerable populations, and this illustrates
the risks of inadequate cybersecurity and data management
practices within global organizations (Fowler, 2024). This inci-
dent highlights the urgent need for more robust data protection
measures, especially when handling sensitive information that
can impact the safety and well-being of women and girls globally.

One of the key aspects of data protection as emphasized above
is that refugees must be able to give free and informed consent for
the collection and use of their data (Roth, 2009). The lack of bar-
gaining power among refugee women complicates this issue. Lack
of bargaining power leads to coerced consent. Refugee women’s
dependency on humanitarian aid places them in a coercive posi-
tion where they may feel compelled to consent to data collection
to access basic resources such as food, shelter or healthcare. This
dynamic undermines the very principle of voluntary and informed
consent as discussed above, as their consent is often influenced by
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the power imbalances within refugee households and the urgent
need for survival (Yingling, 2024). This lack of bargaining power
makes it nearly impossible for refugees to exercise control over
their personal data, thereby violating the core tenet of voluntary
and informed consent (Yingling, 2024).

Refugee women, particularly in Sudan, often lack agency in
their interactions with humanitarian organizations (Yingling,
2024). This lack of agency stems from a combination of socio-cul-
tural, economic, and political factors that systematically disad-
vantage them. Refugee women in Sudan, as in many other con-
flict zones, are often dependent on male relatives for financial,
social, and even legal support. This dependency extends to the
provision of consent for engaging with humanitarian organiza-
tions (Amare et al., 2024). The process of giving consent for data
collection in these settings is highly problematic.

Humanitarian organizations, in their efforts to streamline
aid and services, often overlook the dynamics of power and con-
trol that exist within refugee households (Rathore & Yadav,
2023). In many cases, male relatives, who hold greater social and
economic power within the family structure, are expected to act
as gatekeepers for women’s access to humanitarian assistance
(Amare et al., 2024). This includes consenting to the collection of
sensitive data, such as personal and biometric information. For
refugee women, this situation can lead to a coerced or pressured
form of consent (Deps et al., 2022). The refugee women may feel
obliged to follow the wishes of their male relatives, even if they
personally have reservations about sharing their data or engag-
ing with the organization (Amare et al., 2024). This dynamic
significantly undermines the voluntary nature of consent, as it
is heavily influenced by familial hierarchies and social expecta-
tions, which may be further exacerbated in a context of conflict
and displacement (Deps et al., 2022).

Yingling (2024) argues that the issue of bargaining power
in this context reveals a critical gap in the protection of refugee
women’s rights, particularly their right to privacy and control
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over their personal data. Refugee women, due to their limited
social and economic power, are rarely able to negotiate the terms
of their engagement with humanitarian organizations (Yingling,
2024). They do not have the agency to challenge the conditions
under which their data is collected, shared, or stored. As a result,
they are often unable to exercise full control over the consent
process, which is fundamental to the ethical and legal handling
of personal data (Ewers et al., 2021). In this environment, the
consent process becomes not just a technical procedure, but a
reflection of the broader power imbalances that exist within ref-
ugee communities (Mayer & Tran, 2022).

There is also often a lack of clear guidelines in some hu-
manitarian organizations that provide migrant aid. This absence
highlights an urgent need for the development and implementa-
tion of comprehensive data management protocols (Smith, 2022).
This absence illustrates the need for developing and implement-
ing comprehensive data management protocols to protect the
sensitive information of vulnerable populations, such as refugee
women in Sudan (Schoemaker et al., 2021). Humanitarian or-
ganizations should therefore develop and enforce protocols to
ensure that sensitive data is handled with the utmost care and
security (Kohli et al., 2023). This includes not only protecting
the data itself but also ensuring that the consent of refugees is
obtained in a manner that respects their autonomy and address
the power dynamics at play.

The absence of clear protections for refugees’ data facilitates
the exploitation of their personal information by both domestic
and international actors, particularly humanitarian organiza-
tions (Scarnecchia et al., 2017). These organizations, while pro-
viding aid directly or through affiliates, may prioritize their own
commercial interests over the privacy rights of vulnerable popu-
lations. Addisalem (2024) highlights the potential for unaccount-
able private corporations to exploit refugee data, particularly in
contexts where refugees have little or no control over their per-
sonal information.
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Refugees in Sudan, already marginalized by their status as
displaced persons, are disproportionately affected by these tech-
nological practices. The unregulated use of refugee data by both
domestic and international actors contributes to a growing con-
cern about privacy violations, further marginalizing refugees, es-
pecially refugee women, and perpetuating cycles of exploitation
(Vaccaro & Madsen, 2009). Therefore, addressing the gap in data
protection laws and integrating privacy protections into human-
itarian practices in Sudan is crucial to safeguarding the dignity
and rights of refugees (Scarneccia et al., 2017).

B. Lack of Data Protection Laws for refugees in Sudan

The absence of a comprehensive data protection law in Su-
dan significantly compromises the privacy and security of refu-
gees (Abusharaf, 2009). In nations such as Kenya with robust
data protection frameworks, such laws provide clear guidelines
for the handling of personal data, including mechanisms for legal
redress when these guidelines are breached. However, in Sudan,
the lack of such a framework means that refugees have limited
options for protecting their data privacy and seeking justice when
their rights are violated (Kaurin, 2019). This legal vacuum exac-
erbates the vulnerabilities of refugee women, who are already
among the most marginalized and at-risk populations (Memela
& Maharaj, 2016). The absence of a legal structure leaves them
exposed to the misuse of sensitive data, such as health records,
identification documents, and personal histories, which can in-
crease their susceptibility to exploitation and abuse.

The lack of a Data Protection Authority (DPA) in Sudan
significantly hinders the enforcement of privacy laws, which are
essential for ensuring the security of refugees’ personal informa-
tion (Hofmann & Mustert, 2023). Without a dedicated agency to
enforce these laws, the risk of data misuse becomes significantly

higher, with the absence of mechanisms for accountability and
redress (Hartzdog & Solove, 2014). The absence of a DPA in Su-
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dan exacerbates this issue by not only neglecting the need for
tailored mechanisms to protect refugees but also failing to en-
sure fair and efficient asylum procedures for their identification,
registration, and protection.

This lack of national data protection legislation and body is
further compounded by Sudan's failure to implement effective
international and regional frameworks designed to protect refu-
gees' rights. Sudan is signatory to the 1951 Refugee Convention
and its 1967 Protocol, which outline the rights of refugees and
the responsibilities of states to protect them. However, the ab-
sence of a national legal framework undermines Sudan’s obliga-
tions to these international treaties, particularly in safeguarding
the personal data of refugees (Slom, 2024). This results in sig-
nificant gaps in the protection mechanisms for refugees, leaving
them vulnerable to privacy violations and exploitation.

It is necessary to create a DPA in Sudan to align the national
legal system with international and regional obligations, includ-
ing implementing data privacy protections for refugees. A robust
regulatory body will provide the necessary oversight to safeguard
refugees’ personal data, ensuring that it is not misused or ac-
cessed without consent. Furthermore, the establishment of such
an authority would help ensure the country’s compliance with
international treaties like the 1951 Refugee Convention and the
2019 Declaration on Principles of Freedom of Expression and Ac-
cess to Information in Africa, enabling Sudan to better meet its
legal obligations to protect the rights of refugees, including their
right to privacy (Bryant, 2020).

IV. DATA PROTECTION REGULATION GAP IN SUDAN

According to Hurwitz (2009), states are primarily responsi-
ble for ensuring the protection of refugees within their borders.
This responsibility is enshrined in the 1951 Refugee Convention.
Article 7 of this Convention mandates that refugees must be ac-
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corded the same treatment as aliens, ensuring non-discrimina-
tion and the protection of their rights, including their physical
security and well-being (Jastram & Achiron, 2001). However,
these protections, while important, are insufficient in addressing
the specific vulnerabilities faced by refugees in Sudan, especially
in relation to their privacy and personal data protection.

As De Brujin (2009) notes, protecting the physical security
of refugees extends beyond ensuring their bodily safety as it en-
compasses the protection of their dignity and autonomy. While
the 1951 Refugee Convention does not explicitly address privacy,
it can be interpreted as part of the broader principle of human
security, which seeks to protect individuals from harm in all its
forms, including that which arises from the misuse of person-
al information. Howard-Hassmann (2012) argues that privacy
is inextricably linked to personal dignity and autonomy, both of
which are fundamental to human security. Rouvroy (2008) fur-
ther reinforces this perspective by asserting that safeguarding
privacy, especially data privacy, is a crucial component of phys-
ical security. Thus, the failure to protect refugees’ data under-
mines their security and breaches their human rights.

This concern is particularly pertinent in Sudan as a country
grappling with political instability and limited capacity to up-
hold its international obligations, including those related to ref-
ugee protection (Massoud, 2011). Sudan was suspended from the
African Union in 2019 by the African Union Peace and Security
Council and this situation has further complicated its ability to
engage in meaningful legal reforms or implement international
standards for refugee protection (ReliefWeb, 2024). In this con-
text, the legal framework for refugee data protection in Sudan
remains rudimentary at best. While Sudan is a signatory to the
ACHPR, which enshrines the right to privacy under Article 12,
the application of this right to refugees remains ambiguous and
inadequately enforced (Massoud, 2011).

Sudan’s history regarding data protection is marked by sig-
nificant challenges, particularly in the context of political up-
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heaval and the lack of a comprehensive legal framework. The
former regime, led by Omar al-Bashir, employed extensive sur-
veillance tactics to monitor citizens, utilizing imported technol-
ogies for privacy invasion (Suliman, 2019). This included tools
from companies like Blue Coat Systems and Hacking Team,
which allowed for interception of encrypted communications
without proper judicial oversight (Suliman, 2019). Although
there are laws that theoretically protect privacy, such as Arti-
cle 74 of the 2018 Telecommunications and Postal Regulation
Act, these are often circumvented. The vague definitions in laws
like the Cybercrime Act and use of vague terms like ‘competent
authorities,” allows authorities to access personal data without
a court order, undermining citizens' privacy rights (Hamad &
CIPESA Writer, 2021).

Following the ousting of al-Bashir in 2019, Sudan adopted
a new constitution that enshrines the right to privacy (Article
55) and free expression (Hamad & CIPESA Writer, 2021). How-
ever, the enforcement of these rights remains weak due to on-
going political instability and lack of effective governance (Suli-
man, 2019). There is no independent data protection authority
in Sudan to oversee compliance with privacy laws. This absence
allows both government entities and private companies to mis-
handle personal data without accountability (Hamad & CIPESA
Writer, 2021).

To understand the depth of the legal gaps in Sudan, this
highlights the existing sectoral laws. Article 55 of the Sudanese
Constitution guarantees the right to privacy, including privacy
of correspondence. Article 74 of the Telecommunications and
Postal Regulation Act, 2018 allows for surveillance and inter-
ception of communications with judicial authorization but fails
to account for the specific vulnerabilities of refugees. The Cyber-
crime Act, 2007 addresses unauthorized data access but offers no
provisions on how to handle data pertaining to refugees, particu-
larly women. Similarly, while Article 28 of the Electronic Trans-
actions Act, 2007 criminalizes unauthorized access to encrypted
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data, it does not provide clear protections for the personal data
of refugees.

Sudan lacks a dedicated data protection law, leaving person-
al data vulnerable to misuse. Although laws like the Electronic
Transactions Act, 2007, the Cybercrime Act, 2007, and the Tele-
communications and Postal Regulation Act, 2018 provide some
provisions on data privacy, these laws are focused primarily on
cybersecurity and national security and not specifically on pro-
tecting refugees’ data.

Furthermore, Sudan lacks a designated DPA to monitor or
enforce data protection laws (Suliman, 2019). Suliman (2019)
argues that institutional void leaves refugees’ data particularly
vulnerable, as there is no oversight on how personal data is col-
lected, stored, or used during refugee registration and documen-
tation processes. Without proper legal safeguards and enforce-
ment mechanisms, the risk of discrimination, identity theft, and
other human rights violations increases significantly (Mannion,
2020; Sapre & Singh, 2024).

In the context of Sudan, the absence of robust data protec-
tion laws creates a permissive environment for the imposition of
foreign data practices by international organizations, which may
disregard the privacy and security needs of refugees. This fur-
ther entrenches existing power imbalances, leaving these women
vulnerable to exploitation and privacy violations.

V. RECOMMENDATION AND CONCLUSION

A. Recommendations

To effectively address the digital vulnerabilities faced by
refugees in Sudan, particularly concerning data privacy and pro-
tection, the following recommendations should be considered,
focusing on practical implementation in a challenging environ-
ment like Sudan:
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1. Data Protection Impact Assessment

A key recommendation emerging from this study is the
mandatory implementation of DPIAs by organizations, includ-
ing international agencies, NGOs, and governmental bodies,
that collect or process the personal data of refugees in Sudan. To
address the risks faced by refugees in Sudan, the implementa-
tion of DPIAs should be gradual and adapted to Sudan’s context.
Given Sudan’s limited infrastructure and the political instability
that the country is facing, a practical first step would be to pilot
DPIAs within international agencies and local NGOs operating
in the two main refugee camps, Um Rakuba and Tunaydbah in
eastern Sudan. Given the technological challenge, these assess-
ments can initially be conducted using paper based tools to iden-
tify and mitigate the data protection risks. The process should
begin with mapping the types of sensitive data being collected,
such as biometric information or personal identifiers, and assess-
ing the associated risks such as privacy breaches, exploitation,
identity theft, discrimination, harassment, and other privacy vi-
olations.

DPIAs should then focus on risk mitigation strategies that
are feasible taking into account the resource-constrained cir-
cumstances. Some of the risk mitigation strategies may include
utilizing low-technology encryption methods for storing sensi-
tive data locally rather than transmitting the data over insecure
channels. In addition, regular low-cost evaluations should be
conducted to assess the effectiveness of implemented measures.
Local community members, including refugees can be trained to
serve as monitors for DPIA compliance, provide feedback and
identify potential breaches.

1). Challenges In Implementing DPIAs

One of the major challenges likely to be faced in implement-
ing DPIAs for refugees in Sudan is the limited infrastructure
and technology available in refugee camps. Refugee camps often
lack reliable internet access and necessary technical equipment
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to conduct thorough data assessments (Nwankwo & Otieno,
2024). As explained by Hallinan & Martin (2020), for DPIAs to
be more effective, there needs to be access to digital tools that
can analyze and mitigate risks but for Sudan’s current fragile
infrastructure, such tools may be unavailable and there is a need
to rethink the strategies that will be used to implement DPIAs in
the camps. This paper suggests analogue methods.

Another significant obstacle is the absence of comprehen-
sive data protection legislation in Sudan (Raymond et al., 2016).
Without a proper legal framework, there is no local standard for
humanitarian organizations to follow when conducting DPIAs
(Massoud, 2011). These organizations are then forced to rely on
private and international laws, which may not be all fitting to
refugees in Sudan (Keller & Brennan, 2007). A lack of local leg-
islation additionally means that there are no legal consequenc-
es for organizations that fail to adequately protect the data of
refugees, further diminishing the effectiveness of DPIAs (Jay &
Hamilton, 1999).

Cultural and gender barriers are another significant chal-
lenge humanitarian organizations are likely to face when it
comes to implementing DPIAs in Sudan. According to Jaji (2015),
refugees are often subjected to restrictive gender norms. As ex-
plained by LeRoux-Rutledge (2020), in many Sudanese refugee
communities, there is a general expectation for women to priori-
tize domestic responsibilities, an aspect that prevents them from
engaging in data protection training or participating in DPIA
processes. The cultural barriers in place further contribute to a
lack of awareness among refugees about their data rights and
the risks associated with data misuse. This issue is further com-
pounded by illiteracy, as many refugees in Sudan lack the educa-
tional background required to understand the technical aspects
of data protection (Ossome, 2013). The sky-high illiteracy rates
severely limit their ability to comprehend how their personal
data is collected, used or shared, making it difficult for them to
give informed consent or engage in DPIA-related discussions.
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2. Legal Framework and Data Protection Authority (DPA)

The absence of comprehensive data protection laws in Sudan
leaves refugees vulnerable to privacy violations. Establishing a
robust legal framework is essential, but it must be a gradual
process taking Sudan’s extant political instability and resource
limitations into account. A practical starting point would be to
introduce basic data protection guidelines through existing le-
gal mechanisms, such as amendments to existing laws governing
refugees and vulnerable populations. These guidelines should fo-
cus on ensuring that sensitive data, particularly that of women,
is protected from misuse and exploitation.

The establishment of a Data Protection Authority (DPA)
should follow a phased approach. Initially, the DPA could func-
tion within an existing governmental body, such as the Ministry
of Justice. This would reduce the need for extensive new infra-
structure and provide a cost-effective solution for monitoring and
enforcing data protection measures. The DPA’s mandate should
include offering guidance on data privacy practices, monitoring
compliance with national and international standards, and ad-
dressing violations.

International partnerships could also play a crucial role in
supporting the development of Sudan’s data protection infra-
structure. These partnerships could provide technical expertise
and resources to draft legislation and establish regulatory bodies
while helping build political support for data protection reforms.

3. Institutional accountability

Strengthening institutional accountability for data protec-
tion is important to ensure that organizations handling refu-
gees’ data adhere to ethical standards. A practical approach to
this issue would involve introducing a mandatory self-reporting
system, where organizations, including international agencies
and NGOs, are required to publish and submit annual reports
outlining their data handling practices. These reports should

JIPIT Vol. 4:1 (2024) | 193



Teresia M. Munywoki

detail how data is collected, stored, used, alongside the enacted
measures to protect the privacy of refugees. These self-reports
would then be reviewed by a temporary Data Protection Author-
ity (DPA) or a similar body.

Finally, incentives for compliance with data protection stan-
dards should be introduced, such as offering certifications for
organizations that consistently meet data protection criteria.
Penalties for non-compliance could include restrictions on fund-
ing or operational activities, ensuring that institutions remain
accountable to both legal frameworks and the communities they
serve.

B. Conclusion

Refugees in Sudan are exposed to significant risks related
to data protection, including identity theft, privacy breaches,
and the exploitation of their personal information by humani-
tarian actors. These risks are heightened by their vulnerability
due to displacement, gender-based violence, discrimination, and
the lack of a comprehensive legal framework in Sudan to protect
their data. In the absence of a comprehensive data protection
law, humanitarian organizations often collect sensitive infor-
mation, such as health records and biometric data, without ad-
equate safeguards. This results in the infringement of refugees’
privacy rights.

This paper highlights the importance of integrating DPIAs
as a key strategy for mitigating these risks. DPIAs enable orga-
nizations to systematically identify, evaluate, and address the
risks associated with processing refugees' data, ensuring that
sensitive information is handled with a high degree of ethical
and operational security. By implementing DPIAs, humanitar-
ian organizations can develop robust, preventative data protec-
tion protocols, thus reducing the likelihood of breaches and un-
authorized access.
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Additionally, this paper advocates for the formulation of a
data protection law and the establishment of a DPA in Sudan.
Such developments would provide the legal and regulatory struc-
ture necessary to enforce data privacy standards, holding orga-
nizations accountable for the ethical handling of refugees’ data.
Given Sudan’s current political and infrastructural limitations,
these measures could be introduced gradually, beginning with
pilot projects and collaborations with international stakeholders.
Such an incremental approach allows Sudan to build the admin-
istrative and technical foundations for data protection.
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